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1 Overview

Introduction

What is this software?

Ahsay Cloud Backup Suite v7 allows you to back up your data on the cloud. You can access the
AhsayCBS server environment easily on a user web console. This is a user interface that allows you
to login remotely to a backup server.

The User option in the main interface allows the AhsayCBS user to update user profile and manage
other settings such as reports.

The VM Run Direct option allows the AhsayCBS user to restore a VM by running it directly from the
backup files in the AhsayCBS. This is much faster than extracting from backup files and copying to
the production storage, which can take hours to complete. This feature helps reduce disruption and
downtime of your production VMs. Administrator can troubleshoot on the failed virtual machine,
while users are back in production with minimal disruption.

The Live Activities option is a monitoring tool which allows you to view the backup jobs and restore
jobs as they are running as well as to view all jobs that were run within the previous 1 hour.

Manage user profile ™

-
+ Create and manage backup sets
+ Customize eventlog settings
- + \fiew backup reports for this user
-"L}“SEI'_'.-'LBS + “iew statistics on users’ storage size
Bﬂcnupfﬂﬂmm L + \iew effective policies on user settings v
WM Run Direct = Starting up a VM on the AhsayCBS
|1IL -./_
-
G + \iew backup jobs that are cumently running or
Live Activiti finishedwithin 1 hour
AhsayCBS ve Activities = \iew restore jobs that are currently running or
Monitoring finishedwithin 1 hour
b 4
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About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to work with the AhsayCBS
server at the user level to manage backup and restore jobs.

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to perform
various tasks on the AhsayCBS server. These include modifying user profile settings, monitoring the
backup and restore processes real time, and running the AhsayCBS from a virtual machine directly.

Who should read this document?
This documentation is intended for IT professionals who need to work with AhsayCBS server at the

user level.

Requirements for Using the AhsayCBS User Web Console

In order to use the AhsayCBS user web console, you need the following:

© Internet connection

You need to have internet connection to access the AhsayCBS user web console.

© Web browsers

The AhsayCBS user web console runs with all major browsers such as Google Chrome,
Microsoft Internet Explorer, Mozilla Firefox, and Apple Safari. Please make sure that you are
using the latest version of the browser.

Note

You can also monitor live backup and restore activities on AhsayCBS user web console of
your mobile device. For more information, refer to the Ahsay Mobile User Guide.

© AhsayCBS login account

You need an AhsayCBS login account to access the AhsayCBS server component.

Note

Please contact your Ahsay backup service provider to create an AhsayCBS login account
for you.




Logging on to AhsayCBS User Web Console

1. Enter the IP address provided by your backup service provider.
https://<IP_AhsayCBS Server>:60443>/

2. Enter your user account Login Name and Password.

Login Name

Passwaord

Forgot Password

[l Remember my lagin name

3. If you want the system to remember your login name for the next time, check
Remember my login name.

Il Remember my login name

4. Click the green Login button in the middle to login.

2]

LOGIN

5. The following screen appears with 3 options: User, Live Activities, and Run Direct.
The User and Run Direct options are used for backup and restore, while the Live
Activities option is used for monitoring.

€ AhsayCBS obm.testbrends W English

B

Live Activities

N

Run Direct

www.ahsay.com




Resetting Your Password

If you have forgotten your password, you can perform the following steps to reset your password.

1. On the AhsayCBS Logon page, click Forgot Password.

2.

3.

www.ahsay.com

Login Name

Password

Forgot Password

W Remember my login name

The following screen appears. Enter either your Login Name or your Email to reset the
password. Click Send Request.

Forgot Password

Login Matme

R
Email

Send Request

You receive an email containing a link. Click on the link to reset your password.

rmaore -~

Forgot password for obm.test.brenda

» from GOOFTY BACKUP ADMIN to OBM Test Brenda <brenda lao@ahsay. com=MDsemon has confirmed that  D8MB2016 09:39 Al
this message was sent by grmail. com

G AhsayCBS

Dear obm.test.brenda,
Please click the following link to reset your new password:

http://10.23.6.69:80 /chs/obs/access/user/profile/BesetPassword. do?
nid=14715172652656token=7FRAR47ALCD34 72 65F3904ESASCEDEFE5791 VDSEDISF40C49158RA067F4F6ACE

Sincerely
Ahsay Support Team

- 4




4. The Reset Password screen appears. Enter the new Password and then Re-type

Password. Click I_I
Reset Password

Resetyour password

to save the modification.

Reset Password

Fassward

Re-type passward

5. You get the following screen confirming that your password has been changed.
Reset Password

Feset your passwaord

Reset Password

Your password has heen changed.




Downloading Software

You can choose what client software you wish to download as followed:

1. On the AhsayCBS Logon page, click the downward arrow on the top right hand corner.

2. The software download page appears. You can choose which product and which
platform to download.

Choose operating system.

I

Download (Online)

=. Windaows
' Mac 0S X

E
:

& ! & Download (rpm) (Online) | & Download (sh) (Online)
inux

% Download (sh) (Offline;

-

-
I

Download (Online)

E
:

I

m . Download (Online)
soiarz Solaris (x86)

E
:

% Download (deb) (Online) [ & Download (sh) (Online)
Ubuntu

% Download (sh) (Offline;

-

e Synology & Download (Online)

Please copy and paste the following URL information into the "URL" text field during
installation
https://10.120.10.30:443%0wnerid=0

X

*~J

From v7.15.0.0 onwards AhsayCBS support two installation modes, online and offline
installation (except for Linux (rpm), Ubuntu (deb) and Synology NAS which supports
online installation only). User can download and run either one of the installers.

Below is the table of comparison between online installation and offline installation.

www.ahsay.com
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Internet

Online Installation

> It cannot be started without an
internet connection.

> Clients need to have an internet
connection each time an
installation is run.

» If the client internet connection is
interrupted or is not stable the
installation may be unsuccessful.

» Online installer size is 6KB to
3.5MB depending on operating
system as it contains only the
initial installation package files.

Offline Installation

» Once the offline
installer is downloaded,
the client does not
require an internet
connection each time
an installation is run.

» The offline installer size
is 80MB to 140MB
depending on operating
system as it contains all
the necessary binary
and component files

Backup Server

The online installer requires the

An offline installation can

Availability backup server to be online in order be performed
to run and complete the installation. independently of the
backup server availability.
Installation » Takes more time as it needs to Takes less time as all the
Time download the binary and necessary binary and
component files (80MB to component files are already
140MB depending on operating | available in the offline
system) each time the installer.
installation is run.
> A slow internet connection on
the client machine will also result
in longer installation time.
Version Online installation ensures the latest | May need to update the
Control version of the product is installed. product version after

installation if an older offline
installer is used.

Administrative
Support

Need more time on the support for
the installation as network factor
might lead to unsuccessful
installation.

Need less time as
independent of network
factor influence.

Deployments

» Suitable for single or small
amount of device installations.

» Suitable for client sites with fast
and stable internet connection.

» Suitable for multiple or
mass device
installations.

» Suitable for client sites
with metered internet
connections.

Download the executable and install the product in the usual way.




Changing the Language

You can change the language of AhsayCBS anytime, whether before or after you have logon to the
system.

Note

If the language you want is not available, please contact your backup service provider for assistance.

The available languages are:

© English (default) © German © French

© Japanese © Korean © Chinese (Simplified)
© Chinese (Traditional) © Catalan © Danish

O Greek Modern © Spanish O Basque

O Hebrew ©  Hungarian O Lithuanian

© Dutch © Norwegian © Portuguese (Portugal)
© Swedish © Turkish © Portuguese (Brazil)

© Slovenian © Polish O [talian

© Finnish © Arabic O Czech

1. On the AhsayCBS Logon page, click the downward arrow on the upper right hand side.

¥, English v

2. A list of available language is displayed for your choice.

¥

[ | | English

English

Catala
LDansk Deursche
EAAMVLED E f,,h.‘. 30l
Suomalainen
Francais vam'nm

Magyar Italiano

Liguvos Mederlands
Morsk Polski
Portugués (Brazilian) Portugués (Portugal)

Slovenski Svensk

Tirk

www.ahsay.com




Invoking Online Help

You can invoke online help if you have problems logging in to the AhsayCBS server.

1. On the AhsayCBS Logon page, click the question mark at the bottom right corner.

Login Name

Password

Forgot Password

[l Remember my login name

2. The online help for the topic “Logon” appears.

It contains detailed description of each field on the logon screen and gives a brief
description of each field.

Logon

Key:
Field Description
Login Mame System user login name.
Password System user login password.

Forgot Password  In case the password is forgot. Click on this link and enter your login name or
registered email. The password will be sent to your email address.

Remember my If this entry is checked, the login name will be appeared in the "Login Name" field.
login name Uncheck this box to remove the saved login name in the browser.

3. You can print the online help by clicking at the bottom right corner. To exit, click X.
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2 Managing Your AhsayCBS User Account

Login to AhsayCBS

Login to the AhsayCBS user web console according to the instruction provided in section Logging
on to AhsayCBS User Web Console.

Managing AhsayCBS Backup User

To manage your AhsayCBS backup user account, simply click the User icon from your AhsayCBS
environment.

You can perform the following operations on your own user account:
© Manage your user profile settings, e.g. New Password, Language, Timezone, Contact
Information

© Customize event log settings, which is supported on AhsayOBM/ AhsayACB clients installed
on Windows platform only

View backup or restore reports for different time periods
View usage statistics by selecting destination, backup set, and period

View details of policies and settings on users, backup sets, GUIs, default values, preempted
values, preempted backup sets, and mobile. The settings and the availability of this feature
is depended on your backup service provider.

A A $ 00 e
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User Profile

User Profile tab contains your user backup account settings information, subscribed modules
backup quota, subscription type, contact information, and user group information.

Among all the above information, you can modify user backup account settings information and
contact information. However, for the subscribed modules backup quota, subscription type and user
group information, as the setting was done when the user account was created, the settings cannot
be modified by the user.

There are 4 tabs under User Profile, each of which is described below.

General Tab
The following shows the General tab under the User Profile settings page.
Backup Set General infarmation of this user.
Settings
Report Basic
Statistics D
Effective Paolicy 1471405171430
Login Mame
obm test brenda Crwenar:

FPassword
AL Ghiavd PSP eF Balb+ZEVAWE dkjfisAvszEz0mug Hashed

Mew Password

Alias

Home Directory

CAProgram FileswihsayCBSwsenobm.testhrenda

There are several groups of settings under the General tab, and they are described below.

Section Description

Basic You can change the password and alias name for your user account.
However, you cannot change your login name.

Home Directory This is the path where your backup data is stored on AhsayCBS backup
destination.

This was set when your account was created and cannot be modified by
the user.
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Subscription Type

There are 2 subscription types: Trial User and Paid User. Trial users can
only have a maximum backup quota of 100GB within the trial period and
are subject to automatic removal. Paid users do not have such restrictions.

This was set when your account was created and cannot be modified by
the user. If you need to change it, please contact your backup service
provider.

Suspend At This shows the date when the user account is scheduled to be suspended.
This was set when your account was created and cannot be modified by
the user. If you need to update it, please contact your backup service
provider.

Status There are 3 user account status: Enable, Suspended, and Locked. The

Locked status refers to account lockout rules. For example, when the user
has 3 consecutive unsuccessful login attempts, the user account will be
locked.

This was set when your account was created and cannot be modified by
the user. If you need to change it, please contact your backup service
provider.

Upload Encryption
Key

Check this option to enable recovery of the encryption key. The encryption
key file will be uploaded to the backup server, which can be retrieved by
administrator only.

If you forget the encryption key, please contact your backup service
provider for support.

Language Select your preferred language for all email reports.
Timezone Select the time zone of the backup user.
Notes A field for the AhsayCBS user to add notes.

Backup Client Settings Tab

'
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The following shows the first half of the Backup Client Settings tab under the User Profile settings
page.

User Profile m Backup Client Settings m m

Backup Set Settings of the client backup agent for this user
Settings

Report Backup Client

Statistics AhzsayOBM User AhsayACB User

Effective Policy
Add-on Modules

" Microsoft Exchange Server « Microsoft SQL Server
« \lySQL Database Server «" Oracle Database Server
+ Lotus Domino +" Lotus MNotes
Windows System Backup « Windows System State Backup

¥ \\Microsoft Exchange Mailbox 10

W MNAS & ShadowProtect System Backup
" Volume Shadow Copy & Continuous Data Protection
+In-File Delta Mabile 0

Office 365 Exchange Online Backup 0 OpenDirect / Granular Restare 0

The following shows the second half of the Backup Client Settings tab under the User Profile
settings page.

Quota

S00.0 Ghytes ¥

Per Destination

Destination Quota

(<) AhsayCBS(-) 0.0
‘ Google Drive{Google Account: ) 0.0
Q Drophox(Cropbox Account: ) 0.0
£ OnelriveiMicrosoft Account: ) 0.0

Client host limit

Maxirnum number of host [Used: 2]
Run Direct
Maxirnum number of Wi 2 [Used: O]

There are several groups of settings under the Backup Client Settings tab, and they are described
below.

e

3
.
|



Section Description

Backup Client There are 2 types of backup user accounts: AhsayOBM and AhsayACB.

This was set when your account was created and cannot be modified by
the user. If you need to change it, please contact your backup service
provider.

Add-on Modules | The backup client comes with add-on modules.

These add-on modules were set when the user account was created and
cannot be modified by the user. If you need to change the add-on modules,
please contact your backup service provider.

Quota This is the backup quota reserved on all the destinations except local
destination for your account.

It was set when your account was created and cannot be modified by the
user. If you need to change it, please contact your backup service provider.

Per Destination This refers to the backup storage quota on each cloud backup destination
defined by your backup service provider. If no backup quota is assigned for
that destination, the general quota will be used.

It was set when your account was created and cannot be modified by the
user. If you need to change it, please contact your backup service provider.

Client Host Limit | This is for your backup service provider to set the maximum number of host
machine for your backup user account.

This field cannot be changed by the user. If you need to update this field,
please contact your backup service provider.

Run Direct This allows the user to select the maximum number of VMs to be restored
by running them directly from the backup files on the AhsayCBS.

This field cannot be changed by the user. If you need to update this field,
please contact your backup service provider.

Add-on Modules

The following table shows all the add-on modules available under the Backup Client Settings tab.
The backup of these add-on modules are supported by the AhsayOBM client. For some of the
add-on modules, their backup are also supported by the AhsayACB client.

Note

The File and Cloud File Backup types are available by default for both AhsayACB and AhsayOBM. As a
result, they do not need to be added and are not included in the Add-on Modules section of the Backup
Client Settings tab.

The following table shows the name of the add-on modules, what it is used for, whether it is
available in AhsayOBM client or AhsayACB client, and reference materials you can refer to for
more information.

Add-on Module Reference AhsayOBM | AhsayACB

PARSAVEOm T
14
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Microsoft
Exchange Server

Backup and restore of Microsoft Exchange Server.

Refer to the following link for how to use Microsoft
Exchange Database Server with AhsayOBM client:

Ahsay Online Backup Manager v7 Microsoft Exchange
Database Backup and Restore Guide

Microsoft SQL
Server

Backup and restore of Microsoft SQL Server.

Refer to the following link for how to use Microsoft
SQL Server with AhsayOBM client:

Ahsay Online Backup Manager v7 Microsoft SOL
Server Backup and Restore Guide

MySQL Database
Server

Backup and restore of MySQL Database Server.

Refer to the following link for how to use MySQL
Database for the Windows platform with AhsayOBM
client:

Ahsay Online Backup Manager v7 MySOQL Database
Backup and Restore for Windows

Refer to the following link for how to use MySQL
Database for the Linux platform with AhsayOBM client:

Ahsay Online Backup Manager v7 MySQL Database
Backup and Restore for Linux (CLI)

Oracle Database
Server

Backup and restore of Oracle Database Server on
Windows and Linux platforms.

Lotus Domino

Backup and restore of Lotus Domino.

Lotus Notes

Backup and restore of Lotus Notes.

Windows System
Backup

Backup and restore of Windows System Backup.

Refer to the following link for how to use Windows
System Backup with AhsayOBM and AhsayACB
clients:

Ahsay Online Backup Manager v7 Microsoft System
Backup and Restore Guide

Windows System
State Backup

Backup and restore of Windows System State Backup.

Refer to the following link for how to use Windows
System State Backup with AhsayOBM client:

Ahsay Online Backup Manager v7 Microsoft System
State Backup and Restore Guide

VMware

Backup and restore of VMware guest virtual machines.

Refer to the following link for how to use VMware
VCenter/EXSi with AhsayOBM client:

Ahsay Online Backup Manager v7VMware
vCenter/ESXi Backup and Restore Guide

Hyper-V

Backup and restore of Hyper-V guest virtual machines.

Refer to the following link for how to use Microsoft
Hyper-V with AhsayOBM client:

Ahsay Online Backup Manager v7 Microsoft Hyper-V
Backup and Restore Guide



http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_database.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_database.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mssql.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mssql.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mysql_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mysql_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mysql_nix_cli.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_mysql_nix_cli.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_ms_system.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_ms_system.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_ms_systemstate.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_ms_systemstate.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf

www.ahsay.com
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Microsoft
Exchange Mailbox

Backup and restore of Microsoft Exchange Mailbox.

Refer to the following link for how to use Microsoft
Exchange 2007/ 2010/ 2013 Mailbox with AhsayOBM
client:

Ahsay Online Backup Manager v7 Microsoft Exchange
Mail-Level Backup & Restore Guide

Refer to the following link for how to use Microsoft
Exchange 2016 Mailbox with AhsayOBM client:

Ahsay Online Backup Manager v7 Microsoft Exchange
2016 Mail Level Backup & Restore Guide

NAS

Backup and restore of file on Synology NAS devices.

Refer to the following link for how to use the Synology
NAS with AhsayOBM client:

Ahsay Online Backup Manager v7 Quick Start Guide
for Synology NAS

Refer to the following link for a list of Synology
hardware compatible with AhsayOBM:

FAQ: Ahsay Hardware Compatibility List (HRL) for
AhsayOBM on Synology NAS (5058)

Shadow Protect
System Backup

Backup and restore of Shadow Protect System image
(requires Shadow Protect).

Volume Shadow
Copy

Volume Shadow Copy to support open file backups on
Windows platform.

Continuous Data
Protection

A backup will be made whenever this is a change
(between 1 min to 12 hour intervals) for Windows
platform.

In-File Delta

When enabled only the changes since the last backup
job is backed up.

Mobile

Backup and restore of Mobile data (iOS and Android).

Refer to the following links for instructions on using the
AhsayMOB for Android and iOS platforms.

AhsayMOB v7 User Guide — i0S

AhsayMOB v7 User Guide — Android

Office 365
Exchange Online
Backup

Backup and restore user’s mailboxes on Office 365
Exchange mailboxes.

Refer to the following links for how to use Office 365
Exchange Online with AhsayOBM:

AhsayOBM v7 User Guide - Office365 Exchange
Online Backup & Restore for Windows

AhsayOBM v7 User Guide - Office365 Exchange
Online Backup & Restore for Mac

OpenDirect /
Granular Restore

For OpenDirect and Granular Restore.

Refer to the following link for instructions on using
OpenDirect / Granular Restore.

AhsayACB v7 Quick Start Guide for Windows



http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_2016_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_exchange_2016_mail.pdf
http://download.ahsay.com/support/document/v7/guide_obm_quickstart_syn.pdf
http://download.ahsay.com/support/document/v7/guide_obm_quickstart_syn.pdf
https://forum.ahsay.com/viewtopic.php?f=169&t=14448
https://forum.ahsay.com/viewtopic.php?f=169&t=14448
https://www.ahsay.com/download/download_document_mob-user-guide-ios.jsp
https://www.ahsay.com/download/download_document_mob-user-guide-android.jsp
https://www.ahsay.com/download/download_document_obm-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_obm-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_obm-user-guide-365-mac.jsp
https://www.ahsay.com/download/download_document_obm-user-guide-365-mac.jsp
http://download.ahsay.com/support/document/v7/guide_acb_quickstart_win.pdf

Ahsay Online Backup Manager v7 Quick Start Guide
for Windows

Ahsay Online Backup Manager v7 Microsoft Hyper-V
Backup and Restore Guide

Ahsay Online Backup Manager v7 VMware
vCenter/ESXi Backup and Restore Guide

Contact Tab

You can add your contact information here to receive backup or restore reports. You can also delete
your contact information here. The following shows the Contact tab under the User Profile settings

page.
User Profile m Contact m
Backup Set Contact infarmation for this user.
Settings

Report Manage Contact Information

Statistics . iii

Effective Policy
Hame Email Encrypt Email

OBM Test Brenda Usernamegermail.carm Rl

© To add your contact information, click .in the middle of the screen. Enter your Name,

Email, Address, Company, Website, Phonel, Phone2, then click at the bottom right
corner of the screen. A new contact is added.

[ANSAV.EOM T
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http://download.ahsay.com/support/document/v7/guide_obm_quickstart_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_quickstart_win.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_hyperv.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf
http://download.ahsay.com/support/document/v7/guide_obm_user_vmware.pdf

Mame

ser Mame

Email

Usernamegemail.com

Encrypt Email

Address

1JF, Business FPlaza, Central, Hong Kaong

company

Carmpany Name

Wehsite

Phone 1

© To delete a contact information, check the box next to the contact information you want to

delete, then click W' i the middle of the screen. Confirm that you want to delete the contact

Lt
when prompted. The selected contact is deleted. Click to save your changes.

Manage Contact Information
=+ i

Hame Email Encrypt Email

W OB Test Brenda usernameg@email.com [R1]

10.23.6.89:60443 says;

Avre you sure that you want to delete selected rows 7

User Group Tab

The following shows the User Group tab under the User Profile settings page. It shows the user
group your user account belongs to. This is set when your account was created and cannot be

ANSAV.COM
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modified.

Llser Profile Backup Client Settings User Group

Backup Set Below is the list of user group this user was assigned to.
Settings
Report Manage User Group
Statistics
Effective Palicy Hame Owner
Al Users -
Note

Please remember to click after modification to save the change. Otherwise the modification will be lost
after quitting the setting page.




Settings

The Settings page allows the user to log the optional events, besides AhsayOBM/ AhsayACB logs,
to the Windows event log.

Note

This feature is supported on AhsayOBM/AhsayACB clients installed on Windows platform only.

Windows event log

The following shows the options on the Settings page.

lUzer Prafile
Windows Event Log q
Backup Set
Settings
Log type
Report atyp
Statistics » Error ¥ Warning ¥ Info
Effective Palicy .
Log option
»  Profile ol Software Update
»  Backup ol Report
v Restore v Utilities
»  Sewice (COF & Scheduler) il Login f Logout

There are two groups of settings under the Settings tab, and they are described below.

Setting Description

Log Type There are 3 log types available: Error, Warning and Info. You can select any
combinations of the 3 log types, and the messages will be logged in the
Windows event log.

Log Option Select the log option by which the particular action will be captured in the
Windows event log. Currently there are 8 different log options that can be
selected: Profile, Backup, Restore, Service (CDP & Scheduler), Software
Update, Report, Utilities, and Login/Logout.

www.ahsay.com
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The events are logged in the Windows event log and can be viewed from the Windows Event
Viewer:

File Action Wiew Help

% 2=H
2] Event Viewer (Local) Ahsay Online Backup Manager  Number | Actions

[’ Custom Views

& Windows Logs Level Date and Time Source Ewent ID | Task C... i,
B [ Applications and Services Logs Information Bf18/2016 F:43:11 PM obm 257 None Cpen Saved Log. .,
) i Infarmation 81812016 7:41:31 PM abm 257 Mone Create Custom View
4] doudBacka Pro Infarmation Bf18/2016 7:41:30 PM obm 257 Mone e
g Hatdware Events Infarmation 81812016 7:41:30 PM abm 257 Mone Import Custom Yiew...
@ Internet Explorer Infarmation BI18/Z016 7141:30 PM obm 257 Mone Clear Log
] Key Management Service Information B/18/2016 7:41:22 PM obm 257 None
[ Micrasaft Information  G15/2016 7:1:22 PM abm 257 None Filter Current Log...
a ThinPrint Diagnostics 1201 oA 2l DR b o — = Properties
& windows Pawershell Event 257, obm x

[/ Subscriptions

T
(E]
m Find. ..
o

General | Details | Save All Everts As...

Attach a Task To this Log...
[Login Logout] "obm.testbrenda” logged off sucessfully,
Wiew 4
|G Refresh
Help »
Log Marme: Ahsay Online Backup Manager
Event 257, obm -
Source: obm Logged: 8/18/2016 7:43:11
EwentID: 257 Task Category: Mone D Event Fropertizs
Level: Information Keywards: Classic ] attach Task To This Event...
User: AR Camputer: wlBr2x-1-31 5 Copy 4
OpCade: H Save Selected Events. ..
More Information:  EventLog Online Help G Refresh
Help »
| | 2|
-y

www.ahsay.com
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Reports

The Report tab allows you to check the Backup and Restore report of both backup and restore
jobs proceeded in agent-based (AhsayOBM/ AhsayACB/ AhsayOBR/ AhsayMOB) and agentless
(AhsayCBS User Web Console) type.

Backup Reports

1. A list of backup reports for this AhsayCBS user can be found on the Backup tab. Click
on the desired report to get more details on the report.

User Profile Backup
Backup Set Backup Report for This User
Settings
Statistics Backup Set Destinati Completi Status
Efactive F‘olicy wimwware-backup-set-brenda-1014715031 23793) G CBS 189-Sug-2016 16:01 a4
2. Click the Download report button at the bottom to download the complete report in

PDF format.

Backup Report

Backup Set m hackup-setname-hrendai1471231718522)

Destination (9 ces

Jab 18-Aug-2016 11:32:30

Time 158-Aug-2016 11:32:30 - 15-Aug-201611:38:41

Status 8124

Mew Files™ 156 [456.73M 459650 (0% )]

Mew Directories 7

Mew Links 0

Updated files* 0

Aftributes Changed Files™ 0

Deleted Files™ 0

Deleted Directories 0

Deleted Links i

Moved Files™ 0

* Unit= Mo of files [Total zipped size [/ Total unzipped size {compression ratio)]

Download repaort

ANSAVEOM
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A full version of the backup report appears. You can view the detailed backup set

settings on this report.

G AhsayCBS

Full Backup report

Backup Job Summary

User brenda.lact
Backup Set backup-set-name-brenda (1471231716522)
Data Size 456.73M

RetentionSize o

Backup Job 2016-06-15-11-32-30

Destination CBS {AhsayCES}

Tob Status 0K

Start - End 2016-06-15 11:32:30 - 2016-06-15 11:38:41
IP Address 192.168.6.104

Hew Files * 15 (456.7TM)

Mew Directories 7

Hew Links o

Updated Files * 00

Attributes Changed Files * 0 (o)

Deleted Files * oo

Deleted Directorics o

Deleted Links o

Maved Files * 00

* Mo. of files (size)

Backup Set Settings

Field
Backup Source
Backup Schedule

Value
[Documents][C-\Documents and Settings'\brenda lac\My Documents]

IMonthly Schedule: JiCustom Schedule: 1
Cantinucus Data Protection [Enabled; false]

In-File Delta

[Computer Name: Brenda-Lao][Daily Schedules [Name: Daily-Brenda, Time: 1340, Type: , Durations -1, Run Retention Palicys trucll[Weekly Schedule:

[Enabled: true, Default Type: I, Block Size: -1, Minimum delta file size = 26214400, Maximum number of delta = 100, Maximum delta ratio = 50, Wes




Restore Reports

1. A list of restore reports for this AhsayCBS user can be found on the Restore tab. Click
on the desired report to get more details on the report.

User Profile m Restore
Backup Set .
3 Restore Report for This User
Settings
Report I View | * This Week +
Statistics Backup Set Destination Job Status
. : Whware ESXiv3.1 (GR-RD-Local Only)(1494410084599) . Local-1 09-Aug-2017 11:11:01 0K
Effective Policy
ﬂRunD\red Hyper-V Testing for CBS User Guide(1502244814853) . Local-1 09-Aug-2017 10017:07  OK
RunDirect Vidware Testing for CBS User Guide(1502242661656) G AhsayCBS  09-Aug-2017 09:47:30  OK
2. Click the Download report button at the bottom to download the complete report in

PDF format.

Restore Report

Backup Set ERunDirect Hyper-V Testing for CBS User Guide(1502244814863)
Destination . Laocal-1

Jaoh 09-Aug-2017 10:17:07

Time 09-Aug-2017 10:17:07 - 09-Aug-2017 10:17:33

Status oK

Downloaded Files® G217k}

*Lnit = Mo of files (Download size)

Download report

3. A full version of the restore report appears. You can view the detailed backup set
settings on this report.

i Normal Restore

JrTAnSAV-EOm T
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G AhsayCBS

Full Restore Report

Restore Job Summary

User Backup Set Restore Job Restore Destination Job Status 1P Address Restored Files *
Erl Runllirect Hyper-V Test | 2017-08-09-10-17-07 Local-1 K 1012001 6 (217 Tk
ing for CBS User Guide
(15022448 14863)
* Mo of files (siee)
Restore Logs
Na Type  Timestamp Lag

star | 08/09/2017 101707 | Start [ Windows Server 2016 (wl6-hvel-cl02), AhsayOBM +7.130.2 ]
t

2 info 04/09/2017 10:1707 Initializing decrypt action...
3 info 04/09/2017 10:1707 Initializing decrypt action... Completed
4 info | 06/09/2017 10:1707 | Restore virtual machine "Damn small linwe-1"
5 info 04/09/2017 10:17:07 Download all configuration files [Damn small linux-1]
& info | 04/0%/2017 101714 | Removing virtual machine "'Damn small linux-1"" from the inventory
7 info 04/0%/2017 10:17:18 Creating new direetory... “CA\ProgramData’ Microsef t\ Windows\ Hy per-ViDamn small linux- 1% Snapshots' 201 6B202-0657- 47 2E-9666-00556A0FR
4F1"
£l infa | 08/09/2017 10:17:18 5 Microsof £\ Windaws\ Hy per-¥\ Damn small linusx-1\Snapshots), 201 6B202-06B7-472E-9668-0055848
FB4FL
a info | 04/09/2017 10-17:18 it ing File P praml Microsef th Windows\Hy per-ViDamn small linux-1%Snapshots 201 6B202-06BT-472E-9666-00559A8
FB4F1L.VMRS
10 info 08/09/2017 10:17:18 File R Mizrosof t'\ Windows\Hy per-V¥\Damn small linux-1%\Snapshot=' 201 6B202-06B7-47 2E-9666-00558 A8
FB4FLymex
1 infa | 08/09/2017 10:17:19 ing File 5 Microsof £\ Windaws' Hy per-¥\ Damn small linus- 1\ Virtual Machines\ 24 BC3BB9-40A 1 -4B44-517F-
TAETF344ADBE VMRS
12 info | 08/09/2017 1:17:19  Restoring File Permission:.. C:\ProgrambDatat Mierosof t'Windows'\Hy per-V\ Damn small linux-1Virtual Machines 24 BC3BE9-40A 1 -4B44-817F-
7AETF944 ADBE vmex
13 info | 04/0%/2017 10:17:19 | Restore virtusl machine "Damn small linue-1". Completed
14 info | 04/09/2017 10:17:25  Taking snapshot of virtusl machine “Damn small linux-1"
15 info | 08/09/2017 10-17:27  |Start virtual machine "Damn small linwse-1"
Restore Files
Ho File Name Size Last Modified Downloaded Time Time taken {min=ec
y
1 C:\Users\ Administrator temp'\components.xml 10k 08,/09/2017 10:15 08/09/2017 1017 o0
2 C:\Users\ Administrator\ temp'\ writers xml 4k 08,/09/2017 10:15 08/09/2017 1017 o0
E] C:\Program Data’ Microsof £\, Windows\Hy per-¥\Damn small linux-1%Snapshots\2016B202-06B7- | 44k 08,/09/2017 1014 08/09/201T 1017 o0
4T2E-9666-00558 ABFB4F1 VMRS
+ Ci\Program Data’ Microsof t4, Windows\Hy per-¥\Damn small linux-1%$napshots\2016B202-06B7- 57k 08/09/2017 1014 08/09/2017 10:17 0
4TZE-9666-00558 ABFB4F1 ymex
3 Ci\FrogramData’ Microsof '\ Windows\Hy per-V\Damn small linux-14Virtual Machinesh24BC35 | 48k O7/25/2017 1704 | OB09/201T 1017 0
BO-40A 1-4B44-517F-TAETFI44 ADBE VMRS
& C:\ProgramData’ Microsof £, Windows\Hy per- ¥\ Damn small linux-14Virtusl Machines\ 245038 | S4k 08/09/2017 1014 OBAOD/200T 1017 o0

B9-404 1-4B44-01 TF-TAETFI44ADBE vmex

Run Direct Restore without Auto Migration

G Ahsay

Full Restore Report

Restore Job Summary

Usar Buckup Sak Rastars Job Bamtors Destisation Jab Skatun IF Address Bestares Fidm ®
prl Vi E5K1 2001 - DR 302 Al K [LNEIRLA CRLit
D-Lossl-CI51
LE= i)

Restore Logs

Ha Type  Timmtamp Lag
1 star  [CH/F3AT OBIEE | Start
i
2 OB/ 2007 O AEke0 | TI0 10K slresdy axinte
3 OB/1R/ 00T CEEXE | Proparing For fan Direst
i OB/IF/200T RS | Meurt Sstatars “cha-llanDireot (10120 1012 kallenilirect
i OB/ UR/200T U AESE | Adding virfusl mechics "Windaws 200 Ent (10102087 ta Ghe invantary
L OH/1F/ 00T NS | Taking srapekat *__snspahot_For_publish__" = virbusl machine “Wisdsws 5008 Gt (10 10208]7
b EE ] Namors or Revert any sciiing snapahsd befors migratizn i complsisd
e /1R 00T AL o Surcanclully

Restore Files

Ha Fils Marms Siza Last Modiffiad Dowslasded Tims Tama taken mircsss
1

www.ahsay.com
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yCBS

Run Direct with Auto Migration

Q=

Full Restore Report

Restore Job Summary

Wsar

gri

* Mo of Flle (nizel

Backup 501

Rmtors Fob Feastors Dextination ok Sakun [F Address

Whwars ESX0 w50 {GR-R | 200708 14-15-58-3 AhnayCHE L (LRLATIE 2
[ Local -CHE) (L4824 LE

B30T

Restore Logs

E]

Type

tar
E

infa
infa
infa
infz
infz
Infa
infz
infa
Infs
infa
infa
Infa
infa
infa
infz
infa
infa
infz
Infa
infz
infa
infa
infz
infa
infa
infa
infa
infa
infz
Infa
infz
infa
Infa

Timedtamp
08142007 15:56:40

20T

(CECTR
18:0:16
20LT 16:08:17

Restore Files

b

Fiin Huma

Lap
Start [ Windows Servar 502 (Work 1 3wl P, ShaayOBM <7 13002 |

tzing decrypt sction

ng decrypt sction.. Completed
Tan@L0 L DENAEEH )

VEidwwrn ESE1 510 butld-11 57
Praparing for Run Dirsck.
Bount datwdnre “she-RunDirect (10,120 1812 beRunDirectl™

Adding wirtusl mechine "Hos Virtusl Mschina” to the inventory.

Taking snapshat *__snapshot_for_publish__" of wirtusl machina "Hew ¥ictus! Machine®
Pawering en virtssl maching "Hew Virtual Bachine”

Plama o= not EdiE, Aemeve or Revct sny
Start mansel migration

Losding information.

ting snapahot befers migration is eompleted

Taking snapahat *__snapehot_for_migrats__" of wirtusl machine e ¥irtusl Maschine®
Bligrating . [detastored POOM0E] Hew Virtcal Mochine W in2005 (001 -dalta vmdk
Miprating . [detsstocss_FOO405] Hew Virtesl Mechina W in3005 O00001 . vmdk

Migrating. [detastorss_ PIOM0S] Mew Virtsal Machins Win003flat.vmdk

Higrating .. [datastored_ FIMOS] New Yictsal Machins Wind0d3 vmdk

Suspanding wirtusl mechine e Viebssl Mehon™

Lasding infarmatizn

Remaving virtesl machine "Hes Virtusl Mechine™ from the inventary.
Miigrating... [debastores_PLOA0S] Maw Wirtssl Machins Win2003 nveam
Bligrating . [detastored POOM0S] Hew Virteal MochineWind003 wmad
Bligrating . [datastoreS PIOI0S] Hew Virteal MachineWind03 vma

Migruting .. [datanterns_PDOMCS] Haw Virtsal Machins Wind008 vmef
Bligrating . [datastored POOM0E] Hew Virteal Mochine Wind003 956647 . vmu
Miprating . [detsstocss_FOO405] New Virtesl Mechina W in3008 (0000 delts vmidk
Migrating . [detastors3_FOM0S] Hew Virtcal Machins Wind0s 00 vmdk
Bligrating . [datastored POOM0E] Hew Virtcal MochineWind003 Soepehot] wmun

Migrating . [datastoe

i FO0405] Ko Virtesl Machine W00 Snapuhst2 wmun

Adding wirtusl machine “Hew Yirtusl Mechina” to the inventary.

Powering an virtesl machins "Hew Virtusl Machine”

Remaving snapuhat *__snapshot_Far_migrats " from sirtusl meching “Mew Viressl Machin®
Remaving snapuhot ”__snapshot_for_publish__ " from wirtusl mechine "Mwe Virtssl Machine”
Unimzunt datastors “chasRenDirest”

Sira Lant Modifisd Dorwninsded Tima

Amxtored Film *
040

Tims takan {mincase
1

OpenDirect restore of file backup sets or granular restore of files from VMware and Hyper-V backup sets
performed using Windows File Explorer will not any generate restore reports on AhsayCBS. Restore
reports are only available when the restore is performed directly through AhsayOBM /AhsayACB/

Note

AhsayOBR or AhsayCBS User Web Console.
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Statistics

You can generate a graph of storage statistics for the user by modifying a few factors such as the

backup destination, backup set and the period of the backup.

The statistics shows the storage capacity of different backup sets on different date.

Usage

The following options are configurable for generating statistics in your desirable view.

@  Select a destination — select the backup destination of your choice

@  Select a backup set — you can choose a specific backup set or all backup sets

@  Period — select the period of time during which backups were performed

Usage Summary

Statistics for This User

Select a destination
| Ahsaycs () v

Select a backup set

| All backup sets r

Period

This Week ¥

Go

600,000,000

500,000,000

400,000,000

300,000,000

Size

200,000,000

100,000,000

Shows Date, Destination, Date 22-Sep
Go Backup Set Name and Total Destination CBS
Size of a specific backup job Badup SetRun Direct 1

Total Size 536,896,776

21-Sep

Backup Size
in Bytes

22-Sep
Date

JANSAVEOm T




Summary

User Profile EErS summary

Backup Set
P Summary for This User

Settings
* Unit: Compressed Size / Uncompressed Size [Ratio] [Total No. of Files]

Report = Unit: Compressed Size [Total No. of Files]

Siatistics () Backup Set completely migrated from vG

Effective Policy

Backup Set Destination Data Area* Retention Area® | Total Upload® | Total Restore™*
E @Ahsa'fCBS 0/0[0%][0] 0/0[0%][0] O[0] oro]
T1(1501661450981)
D =

= 0/0[0%][0] 0/0[0%][0] oro] 0[o]
T1(1501661450981)  GoogleDrive-001
315.46M 7 4.37G 315.46M [ 629.03M [ 8186

(=) snsayces 0/0[0%]1[0]
T2(1501827515142) [93%][4094] 4097 ] ]
@s >

0/0[0%][0] 0/0[0%][0] O[18] o[o]

T3(1501833159874) GoogleDrive-001

There are 4 columns showing the following information of each backup set.

Data Area

Data Area*

D/0[0%][0]

D/0[0%][0]

315.46M /437G
[93% ] [4004]

D/0[0%][0]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Number of files]

Example: 315.46M / 4.37G [93%] [4094]

The data interpreted as the backup set has 4094 files in the data area,; the files compressed and
uncompressed sizes are 315.64M and 4.37G respectively; the compression ratio is 93%.

AV T
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Retention Area

Retention Area**
DrorowI[o]
412MI412M 0% ][12]
orofo%]rol
0/0[0%][0]
orofo%]rol

34120723407 [BE% ][ 239]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Total number of files]

Example: 34.12M / 234.07M [86%] [239]

The data interpreted as the backup set has 239 files in the retention area; the files compressed and
uncompressed sizes are 34.12M and 234.07M respectively; the compression ratio is 86%.

Total Upload
Total Upload*
ool
119G [183]
dhd [20]
181.02M [ TOR]
21.06M[TE]
789 86M[GB3]

Format:

[Compressed Size] [Total number of files]
Example: 4M [20]

There are a total of 20 files sized of 4M uploaded for this backup set.

JANSAVEOM T
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Total Restore

Total Restore®

aro]
B12.2M[92]
aro]
ora]
2812M[36]

448G [1044]

Format:
[Compressed Size] [Total number of files]

Example: 612.2M [92]

There are a total of 92 files sized of 612.2M restored from this backup set.

www.ahsay.com
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Effective Policy

Note

Effective Policy tab may be hidden depending on the configuration your backup service provider made.

There are 7 tabs containing different groups of policy, and they are described below.

User Settings Tab

You can see the effective policy on user settings for this user on the User Settings tab.

User Profile L0 iR Backup Set Settings | GUI Settings | Default Values § Preempted Values
Backup Sat Preempted Backup Sets § Mobile Settings

Saiilfge User Settings Related Policies
Repart
Statistics
Detail Value User Group  Policy
Share guota among assigned users = Guota . Default
Compressed Size Al Users
limitz calculation method zettings
Irvealicd login attempt limit = Maximum number Defaut
efau
of inwvalid login sttempts alloweed within Stimes within 5 mins Al Users .
zettings
specified period
Irvealicl login attempt limit = Blocking period for
Default
IP address and user that exceed the 10 Minutes: Al Users }
zeftings
maimum alloweed irealid login sttempts
Default
Pazzword = Password Age 90 days Al Uszers
zeftings

Backup Set Settings Tab

You can see the effective policy on backup set settings for this user on the Backup Set Settings tab.

User Profile EETHAIT ARG G Settings i Default Values B Preempted VYalues
Backup Set Preempted Backup Sets § Mobhile Settings

Seiilge Backup Set Settings Related Policies

Report

Seilsiites Detail Value User Group | Policy
Destinations “izible to Users = Standard Destination Local f Mapped Drive §f Remaowvable Drive Al Uszers Default settings
Destinations Wizible to Users = Standard Destinstion Amazon =3 Al Users Default settings
Destinations “izible to Users = Standard Destination A 53 Compatible Cloud Storage Al Users Default settings
Destinations “izible to Users = Standard Destination Google Cloud Storage Al Uszers Default settings
Destinations “izible to Users = Standard Destination Google Drive Al Users Default settings
Destinations “izible to Users = Standard Destination Destination poal Al Users Default settings
Destinations “izible to Users = Standard Destination Microzoft Azure Al Users Default settings
Destinations “izible to Users = Standard Destination Onelrive Al Users Default settings

?
10.23.6.8%:60443 /cbsfobsfaccess/user/Editlser.do - x .
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GUI Settings Tab

You can see the effective policy on AhsayOBM or AhsayACB GUI settings for this user on the GUI
Settings tab.

User Prafile User Settings | Backup Set Settings RSURYLILEEE Default Values § Preempted Values
Backup Set Preempted Backup Sets | Mobile Settings
Setiliugs GUI Settings Related Policies
Report
Statistics
Detail Value User Group | Policy
Default
Backup Setz = Add and Remove Backup Set Wieww="es Al Users .
zettings
Default
Backup Sets = General Tab Wieww="es Al Users .
zettings
" " Default
Backup Sets = General Settings - Mame Yiewe="es, Edit="Yes Al Users .
zettings
. . N Defautt
Backup Setz = General Settings - 1B Domino Yiewe="es, Edit="Yes Al Users .
zettings
. N Defautt
Backup Setz = General Settings - 1BM Motes Yiewe="es, Edit="Yes Al Users i
settings

https:/410.23.6.80:60443 /chs/ohsfaccess/user/Editl ser. do#div-tab-878-3

Default Values Tab

You can see the effective policy on default values for this user on the Default Values tab.

User Profile User Settings | Backup Set Settings | GUI Settings QEDISETNRYEIIEISE Preempted Values § Preempted Backup Se
Backup Set Mobhile Settings
Seiflgs Default Values Related Policies
Report
Statistics
Detail value User Group
General =
" Applied Module=FILE, Name=default-backup-set-name All Users
ame
General = ) )
" Applied Module=Cloud File, Name=detautt-backup-set-name All Users
ame
General =
" Applied Module=_otus Domino, Mame=defautt-backup-set-name All Users
ame
General = )
" Applied Module=Lotus Motes, Mame=default-backup-set-name Al Users
ame
General = ) )
Applied Module=hicrosoft Exchange Server, Mame=default-backup-zet-name Al Users
X ?
10.23.6,82:60443/chs/obs/access fuser/Editllser.do | 3

Preempted Values Tab

You can see the effective policy on preempted values for this user on the Preempted Values tab.

User Profile User Settings | Backup Set Settings GUI Settings Default Values Preempted VYalues
Backup et Preempted Backup Sets Mobile Settings

Settings Preempted Values Related Policies
Report

Mo policy defined
Statistics
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Preempted Backup Sets Tab

You can see the effective policy on preempted backup sets for this user on the Preempted Backup
Sets tab.

User Profile Backup Set Settings | GUI Settings | Default Values § Preempted Values
Backup Set Preempted Backup Sets FUUGUT BT TTES

Siilige Preempted Backup Sets Related Policies
Report _

Mo policy defined
Statistics

https:10.23.6.80:60443 / chsfobsfaccessfuser/Editlser.do¥div-tab-878-6

Mobile Settings Tab

You can see the effective policy on mobile settings for this user on the Mobile Settings tab.

User Profile m Backup Set Settings | GUI Settings | DefaultValues § Preempted Values
Backup Set SGEL ACE TR EE Mobile Settings

Settings Mobile Settings Related Policies
Report

Mo policy defined

Statistics

httpsf10.23.6.8060043 /cbhsfobs-accessfuser/editUserTabl jspYqueny-..




3 Monitoring Live Activities

Managing Live Activities
1. Login to AhsayCBS user web console according to the instruction provided in section
Logging on to AhsayCBS User Web Console.

2. To manage your backup and restore live activities, simply click the Live Activities icon
from your AhsayCBS environment.

prd

Live Activities

You can perform the following operations on your own user account:

@  View the status of the backup process live or finished within 1 hour

@  View the status of the restore process live or finished within 1 hour

Note

For both backup and restore activities, there is an update interval of around 5 seconds.

Backup Status

The Backup Status tab allows you to monitor the live activities of backup jobs running in both
agent-based (AhsayOBM/ AhsayACB/ AhsayMOB) and agentless (AhsayCBS User Web Console)

type.

Available Backup Jobs Can Be Monitored by Live Activities

Backup Type AhsayOBM AhsayACB AhsayMOB
File Backup v v v
Cloud File Backup v v NA
IBM Lotus Domino Backup v NA NA
IBM Lotus Notes Backup v v NA
www.ahsay.com
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MS Exchange Server Backup v NA NA
MS Exchange Mail Level Backup v NA NA
MS SQL Server Backup v NA NA
MS Windows System Backup v v NA
MS Windows System State Backup v NA NA
MS Hyper-V Backup v NA NA
MySQL Backup v NA NA
Office 365 Exchange Online Backup v v NA
Oracle Database Server v NA NA
ShadowProtect System Backup v NA NA
VMware Backup v NA NA

The following shows the backup status of a live backup activity.

Backup Status FEEETERSETE

Backup jobs that are currently running or finished within 1 hour,

Backup Status

Login Hame (Alias) Owner | Backup Set Destination | Progress Estimated Time Left Current File | Transfer Rate
@ chmtesthrenda ) backup-set-name2  [Pre-T] 0% 0 sec Dbt

:

pARSAVEOM
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Restore Status

The Restore Status tab allows you to monitor the live activities of restore jobs running in both
agent-based (AhsayOBM/ AhsayACB/ AhsayOBR/ AhsayMOB) and agentless (AhsayCBS User
Web Console) type.

Available Restore Jobs Can Be Monitored by Live Activities

Restore Type AhsayOBM AhsayACB AhsayOBR AhsayMOB
File Normal Restore v v v v
OpenDirect Restore X X X NA
Cloud File Backup v v v NA
IBM Lotus Domino Backup v NA v NA
IBM Lotus Notes Backup v v v NA
MS Exchange Server Backup v NA v NA
MS Exchange Mail Level Backup v NA v NA
MS SQL Server Backup v NA v NA
MS Windows System Backup v v v NA
MS Windows System State v NA v NA
Backup
MS Normal Restore v NA v NA
Hyper-V
Run Direct Restore v NA v NA
Granular Restore with v NA v NA
AhsayOBM File
Explorer
Granular Restore with X NA X NA
Windows File
Explorer
MS SQL Server Backup v NA v NA
www.ahsay.com
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MySQL Backup v NA v NA
Office 365 Exchange Online v v v NA
Backup
Oracle Database Server v NA v NA
ShadowProtect System Backup v NA v NA
VMware | Normal Restore v NA v NA
Run Direct Restore v NA v NA
Granular Restore with v NA v NA
AhsayOBM File
Explorer
Granular Restore with X NA X NA
Windows File
Explorer

The following shows the restore status of a live restore activity.

(@ obm test brendsa ()

A ELES Restore Status

All restore jobs that are currently running or finished within 1 hour.

Restore Status

Login Hame (Alias) Owner | Backup Set

backup-zet-name-2

Destination

(4 cBs

Progress

100%  Osec Ohit f=:

Estimated Time Left | Current File | Transfer Rate




Note

OpenDirect restore of file backup sets or granular restore from VMware and Hyper-V backup sets performed
using Windows File Explorer will not show up on the [Restore Status] tab in Live Activities. This only applies

to the restore performed directly through AhsayOBM/AhsayACB/AhsayOBR/ AhsayMOB or AhsayCBS User
Web Console.

MU A $ 00 e
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4 Managing Backup Set

Create Backup Set (Generic Steps)

You can use your AhsayCBS user account to create backup sets. In some cases, you may need to
create backup sets first before you install a backup client on the client machine.

To add a new backup set, do the following:

1.

www.ahsay.com
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]
]
]
]
©  MySQL Backup
]
]
]

Login to the AhsayCBS user web console according to the instruction provided in
section Logging on to AhsayCBS User Web Console.

Click User icon from AhsayCBS environment.

Click @ on the Manage Backup Set page.

User Profile
Manage Backup Set

Backup Set
Settings . [~

Repart Name

Statistics

Effective Policy

Enter the Name of the new backup set and select the backup set type from the Type
dropdown box. The choices for backup set types are:

File Backup IBM Lotus Domino Backup

IBM Lotus Notes Backup MS Exchange Server Backup
MS Exchange Mail Level Backup MS SQL Server Backup
MS Hyper-V Backup MS Windows System Backup

Oracle Database Server Backup

Storage Craft ShadowProtect Backup MS Windows System State Backup

VMware Backup Cloud File Backup

Office 365 Exchange Online Backup
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In our example, the new backup set is called default-backup-set-name-2. Click at the
bottom right corner of the screen to continue.

Add New Backup Set

General

Hame

default-backup-set-name-2

Owner

Type

File Backup v

1B Lotus Domino Backup

|BM Lotus Motes Backup

ME Exchange Server Backup

ME Exchange Mail Level Backup

ME Sl Server Backup

ME Hyper-y Backup

ME Windows Systern Backup

MyS QL Backup

(Oracle Database Server Backup
StorageCraft ShadowProtect Backup
M5 Windows Systemn State Backup
Wilware Backup

Cloud File Backup

Office 365 Exchange Online Backup

Specify the backup source for the new backup set. The content of the Backup Source
page differs depending on the backup set type you have chosen. Below is an example
of creating a file backup set.

Click at the bottom right corner of the screen to continue.

Add New Backup Set

Backup Source

Common Files and Folders

Deskiop

«" Documents
Favourites
Cutlook
Outlook Express
Windows Mail

Windows Live Mail
Apply filters to the backup source I

o
1]

Name

-




6. Add a Backup Schedule for this backup set by sliding the Run scheduled backup for
this backup set option to the right and clicking . in the middle of the screen.

Add New Backup Set

Run scheduled backup for this backup set q

Manage schedule
T+

Name Twne

Backup Schedule Daily

Run scheduled backup on computers named

+

€ > X ?

@  Enter the information of the new backup schedule you want to add. Click at
the bottom right corner of the screen to continue.

Backup Schedule

Details

Mame

Backup-Schedule-1

Type

Start backup at

Stop

| until full backup cornpleted ¥

Run Retention Policy after backup

TIHANSAVEOM T




7.
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@  The new backup schedule, Backup-Schedule-1 in our example, can be seen
under the Manage schedule list.

Click lzd at the bottom right corner of the screen to continue.

Add New Backup Set

Run scheduled backup for this backup set I

Manage schedule
+ i
Hame Type

Batkup Schedule Daily

Backup-Schedule-1 Daily

Run scheduled backup on computers named

-

Add a new backup destination for this backup set.

Add New Backup Set

Destination

Backup Mode

Sequertial

Predefined Destination
+ il

Hame Destination Storage Info Quota

@  From the Backup Mode dropdown box, select either Sequential or Concurrent. In
our example, we select Sequential.

=  Add a Predefined Destination set by your backup service provider by clicking +
in the middle of the screen.

Note

There should already at least one Predefined Destination had been configured by
administrator before you can choose it as the backup destination. For more details about
Predefined destination, refer to Ahsay Cloud Backup Suite v7 Administrator’'s Guide

Check the box next to the predefined destination you want, then click i in the
bottom right corner of the screen to continue.

Add Predefined Destination

Name Destination Storage Info Quota
v cBE-1 & - Unlimited



http://download.ahsay.com/support/document/v7/guide_cbs_admin.pdf

@  The new predefined destination, CBS-1 in our example, can be seen under the

Predefined Destination list.

Add New Backup Set

Destination

Backup Mocde

Seguential ¥

Predefined Destination

+ W
Name Destination Storage Info Quota
CBS-1 (= - Unlimited

Note

If you would like to choose other standard destination, you will have to configure in the client
backup agent (AhsayOBM/AhsayACB) after you finish creating the backup in AhsayCBS.
For instructions on configuring the backup destination on client agent, refer to Appendix A
Setting Backup Destination on AhsayOBM for Backup Created on User Web Console.

Click at the bottom right corner of the screen to continue.

Enter the Windows User Authentication information. This is needed for backup set with
backup schedule and network shared drive selected as backup source. Enter the
domain name and user name for AhsayOBM to access the network location.

Add New Backup Set

Windows User Authentication

Domain Mame (e.g. mycompany.com) / Host Name

domain

User name

username

Password

Click mm at the bottom right corner of the screen to continue.

www.ahsay.com
43




9. A new backup set called default-backup-set-name-2 is created and can be seen in the

backup set list. Click at the bottom right corner of the screen to save your changes.

User Profile
Manage Backup Set

&+ ke

Settings

Repart Name Type | Version Execute Job

Statistics File-backup-setname-brenda m -

Effective Palicy wrware-backup-set-name-1 Whiveare ESXI 41575516
MySQL-backup-set-name-1 ™
MSHypettbackup-set-name-2 ﬂ Microsaft Hyper-y Server 2008
GoogleDrive-backup-setnarne-3 E Run
Office365-hackup-setname-4 Run
OnelriveForBusiness-hackup-set-name-5 E Run
default-hackup-set-name-1 Whiware ESKI 47515576
Office365-hackup-set-6 E Run
JHBEMIBHZS.0 (Kiaomi 2013023) E’i]
default-hackup-set-name-2 E

Important

If you do not click after setting, your new backup set will not be saved and will be lost after
you quit the setting page.

www.ahsay.com
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Manage Backup Set

Click the backup set name you want to manage from the Backup Set tab. It is sub divided into the

following tabs:

O General © Source © Backup Schedule
© Continuous Backup © Destination © In-File Delta
© Retention Policy © Command Line Tool © Reminder
© Bandwidth Control © |P Allowed for © Others
Restore
General
Source
1D
Backup Schedule 1501661450981
Continuous Backup
Destination lame
T1
In-File Delta
Retention Palicy Owner
. work12-wl12x
Command Line Tool
Reminder Type
Bandwidth Control File Backup
IP Allowed for Restore
Others . L
Windows User Authentication
Domain Mame (e.g. mycompany.com) / Host Mame
ahsayhqt.local
User name
jalin.li
Password
L LI Il i i Al 1l il il 10l J ]|
www.ahsay.com ~
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Run a Backup Job

Run an Agent-based Backup using AhsayOBM / AhsayACB

Except for Cloud File Backup and Office 365 Exchange Online Backup which you can run an
agentless backup in AhsayCBS, all other backup modules require you to perform backup and
restore using your client backup agent (AhsayOBM or AhsayACB). For details on creating backup
job using the AhsayOBM or AhsayACB, refer to the backup module’s User Guide which can be
downloaded on the User’'s Guide download page.

Run an Agentless Backup using AhsayCBS User Web Console (for Cloud File and
Office 365 Exchange Online only)

There are two types of backup set, Cloud File Backup and Office 365 Exchange Online Backup,
which can run agentless backup using AhsayCBS user web console. These 2 types of backup set
can be created either on the AhsayCBS server, or the AhsayOBM or AhsayACB client and they can
be both client-driven and server-driven.

When you create a new backup set with the Type being Cloud File Backup, you have a choice of
whether to run the backup on the Server or on the Client. Please make sure that you choose
Server if you want to run the backup from the AhsayCBS server directly.

General

General
Source

Ind
Backup Schedule ATIE0902509
Cantinuous Backup

Marne

Destination
cloud file-backup-set-brenda-1

In-File Delta

Retention Palicy Crener
Bandwidth Control

Others Type

Cloud File Backup

Cloud File Backup

Run on
Server Client

Backup From

Google Drive

Refresh

Backup Destination for Run-on-Server Backup Set

For Office 365 Exchange Online and Cloud File backup sets created in Run-on-Server backup type,
the backup destination is restricted to AhsayCBS by default and cannot be altered. If you wish to back
up to other destinations, backup sets should be created in Run-on-Client backup type instead.

SIANSAVEOM
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1. Login to AhsayCBS user web console according to the instruction provided in section
Logging on to AhsayCBS User Web Console.

2. Click on the User icon.

3. Under the Backup Set > Manage Backup Set menu, you should see the backup set
you have created. If this is the first time you start the user account, you may need to
generate a backup set first. Refer to Create Backup Set for the details about the process
of how to create a backup set.

User Profile
Manage Backup Set
Backup Set
Settings . [~
Feport Name
Statistics Backup Set Mame

Effective Policy

4, Click the drop-down menu on the backup set that you would like to start a backup for.
Select Backup and then click Run.

Execute Joh

Backup ¥ | Run

Backup
Restore

Data Integrity Check
Space Freeing Lip
Delete Backup Data

www.ahsay.com
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5. Modify the In-file Delta type and Rentention Policy settings if necessary.

Backup

In-File Delta type

Full
Differential
' Incremental

Retention Policy

Run Retention Policy after hackup

6. Click the H icon at the bottom right corner to start the backup.

7. You will see the status showing Backup is Running when the backup is in progress.

Execute Joh

Backup is Running - Stop

ML $ e
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Restore a Backup (Non Run Direct Restore)

As opposed to Run Direct Restore where you can instantly restore a VM by running it directly from
the backup files in the backup destination. Non Run Direct restore is the traditional type of restore
where you can restore the backed up data to the original location or an alternate location based on
your choice.

Restore using AhsayOBM / AhsayACB (Agent-based restore)

Except for Cloud File Backup and Office 365 Exchange Online Backup which you can run an
agentless restore in AhsayCBS (refer to the steps below), all other backup modules require you to
perform restore using your client backup agent (AhsayOBM or AhsayACB).

Restore using AhsayCBS User Web Console (Agentless restore)

For Cloud File and Office 365 Exchange Online Backup only

There are 2 types of backup sets that can be restored through the AhsayCBS User Web Console,
Cloud File Backup and Office 365 Exchange Online Backup, provided that the backup set was
created to Run on Server.

> For Office 365 Exchange Online Restore

1. Login to AhsayCBS user web console according to the instruction provided in section
Logaging on to AhsayCBS User Web Console.

2. Click on the User icon

3. You should see the backup set you would like to restore under Backup Set > Manage
Backup Set. Click on the drop-down menu on the backup set you would like to restore,
then select Restore and click Run.

Execute Joh

Backup T | Run

Backup

Restore

Data Integrity Check
Space Freeing Up
Delete Backup Data

pTANSAVEOM T
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4. Select the mail object that you would like to restore. You can also choose to restore
backed up mail objects from a specific backup job of your choice using the Select What
to Restore drop-down menu.

Restore File Explorer

SelectWhat To Restore
| choose rom ies as ofjob v | | z016-03-08 v | [Latest +

2015-08-13 01:03:47

— 07 AhsayCBS
= | | & ahsayga@cloudbacko.biz
= [v[FF] calendar File Size
+ |w[7 | Hong Kong Public Holidays | ] 2015-08-132 01:02:47
+ ¢E|Van[:uuver Canucks Full Schedule v E| 2015-08-13 01:03:47
+ v Inhox v E 2015-08-13 01:03:47
* i1z Outhox v ] 2015-08-13 01:03:47
v ]
v B

2015-08-13 01:03:47

Click d to proceed when you are done with the selection.
5. Select the destination you would like the mail objects to be restored.

@  Original location — restore mail objects to the original location where you backed
them up.

Restore File Explorer

Restore File To

®' Original location

Alternate Iacatiunl ahsay.na@cloudhacko. hiz

Oweririte file

@  Alternate location - restore mail object to other users’ accounts under the same
Office 365 account.

Restore File Explorer

Restore File To

Qriginal location

® Alternate location | ahsayvga@ahsay.com

board.room.1 @shsay.com
carventsang.02@ahsay.com
carventsang@ahsay.com
conference.roam.1 @ahsay.com

Overwrite file

Click m to start the restoration.

6. You will see the status showing Restore is Running when the restore is in progress.
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> For

Cloud File Restore

1.

4.
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Click on the User icon.

Select Backup Set from the left panel, then select Restore under Execute Job drop

down menu, then click Run.

User Profile -
Manage Backup Set ¢

Settings . '

Report 1 | name

Statistics "1 Serwer Run Cloud File Backup
Effective Policy 7] clientRun Cloud File Backup

Type
B

Version

Execute Job

)

Select to restore from a specific backup job, or the latest job available from the Select
What To Restore drop down menu. Click Next to proceed.

Restore File Explorer

SelectWhat To Restore

| choose rom files as ofjob v| [ 2018-08-17 | [Latest v

~ (3 AhsayCBS
=0 File

[CIFilet
[ Filet 0.t
[)File2rr
[ File3.f
[ Filed rif
[)Files.rr
[ Fileirf
[C)File7.rr
[ Fileg.rf

OoOoooooooo®

[IFile.rf

Size

6371k

6371k

B37 1k

B37.1k

B3T.1k

B37.1k

6371k

B37.1k

6371k

B37.1k

Last Modified

2016-08-23 16:14:42

2016-08-23 16:14:10

2016-08-23 16:14:45

2016-08-23 16:14:48

2016-08-23 16:14:51

2016-08-23 16:14:55

2016-08-23 16:14:587

2016-08-23 16:15:00

2016-08-23 16:15:04

2016-08-23 16:15:07

Select Original location to restore the data to the original directory path on the cloud
storage, or Alternate location to restore to the data to an alternate path on the cloud

storage.

Restore File Explorer

Restore File To

® Original location
O mlternate location

[ overwrite file




Expand the directory path to browse to the alternate location on the cloud storage.

Restore File Explorer

Restore File To
(@] Qriginal location
® Alternate location
= Google Drive

+ Ahsay

+ Backup Source

* CloudBacko

*+ Destination

+ Misc

+ My Documents

* Ronnie

+ Temporary Store

Important

Data can only be restored to the original cloud storage that the data was backed up from (e.g.
same cloud storage provider and same account).

Click m to start the restoration.

5.  You will see the status showing Restore is Running when the restore is in progress.
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5 Run Direct Restore

Introduction

What is Run Direct?

Run Direct is a feature introduced since AhsayOBM version 7.5.0.0 and supported by AhsayCBS
since version 7.9.0.0, which helps reduce disruption and downtime of your production VMs.

Unlike normal VM restore procedure where a VM is extracted from backup files and copied to the
production storage, which can take hours to complete. Restore with Run Direct can instantly power
up a VM by running it directly from the backup files in the backup destination so that the VM can be
put into production.

How does Run Direct work?

When a Run Direct restore is performed, the backup destination is mounted as a NFS datastore
from the VMware host, where the VM is run directly from the backup files.

The backup destination can either be the AhsayCBS server or a local drive that can connect with
AhsayOBM. Initiating a Run Direct from the AhsayCBS (also known as agentless restore) will trigger
a connection directly with the VMware host (ESXi server and direction shown in orange indicator
below), while initiating the same action on the AhsayOBM requires the connection to route through
the AhsayOBM (shown in green indication below).

Run Direct Restore - CBS
server is mounted as NFS
datastore on the Esxi Server

r' Guest VM1

4 N Run Direct

Restore VM by running directly from
backup file in CBS server
Guest VM2
G - »| W
AhsayCBS X
\_ CBS Server / Esxi Sfrver & | GuestvMs
AR
Back up to

o .\ He)Ye].7"} Connect to

Run Direct
If your VM is backed up to the Local
Drive, the Run Direct connection is
established via AhsayOBM

Local Drive

[ AnSaveOm
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The restored virtual machine, at this stage (e.g. before the restore is finalized) is in a read-only
state to preserve its integrity. All changes made to the virtual disks (e.g. operation within the
guest virtual machine) are stored separately in transaction logs stored on the NFS datastore or
the original datastore, depending on the setting selected. These changes are discarded when
Run Direct is stopped, where the restored VM will be removed and all changes will be
discarded, or the changes will be consolidated with the original virtual machine data when the

restore is finalized.
Finalizing a VM Recovery (Migrating VM to permanent location)

To finalize recovery of a VM, you will still need to migrate it to a permanent location on the VMware
host. The following steps are taken when you finalize a Run Direct restore:

VMware Snapshot

A VMware snapshot is created for the VM

Copying Files

Backup files from the NFS datastore are copied to the production
datastore on the VMware host.

Copying Changes

Changes made to the VM after the snapshot creation are moved to
the new location.

Data Consolidation

The VM is temporarily suspended to consolidate the changes
made after the snapshot creation.

RESTERA

After all changes are consolidated, the VM is resumed.

Dismount NFS datastore

The NFS datastore is dismounted.

Note

For vCenter VM backup set, provided that the vMotion feature of the vCenter set is working properly, the VM
will not be suspended during the data consolidation.
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Non Run Direct Restore

Run Direct restore gives you the convenience of quickly restoring the VM by running it directly from the
backup files in the backup destination, however, if you wish to restore the VM permanently to a location of
your choice first before accessing the backup files, you should perform a Non Run Direct restore instead.
Refer to Restoring a Backup (Non Run Direct Restore) for instructions.

Run Direct Requirements & Best Practices
To utilize the Run Direct feature, ensure that the following requirements are met:
© Backup Destination Requirement

When a Run Direct restore is performed, the backup destination containing the guest VM
files is mounted on the VMware host as NFS datastore.

Ensure that the following requirements are met by the backup destination of the VMware
VM backup set:

@  Destination Type of the backup destination must be set to a Single storage
destination.

=  Destination must be accessible to the VMWare host.

=  Destination must have sufficient disk space available for the Run Direct restore.
There should be 1.5 x total provisioned size of all VMs selected for backup.

@  For Run Direct restore of 1 VM with provisioned size of 100GB, there should be
150GB (e.g. 1.5 x 100GB) of free space available in the Destination.

© No compression and Encryption

Data backed up to a Run Direct enabled destination is not compressed or encrypted to
optimize restore performance as Run Direct will make the VM restored by running the data
directly form the backup files in the backup destination.

© Restore to Alternate Location

@  When performing a Run Direct restore to Alternate Location, only one VM can
be selected per restore session.

@  Consider to create separate VMware VM backup set for each VM that you intend
perform Run Direct restore (e.g. VMs that you may restore to alternate location).

Run Direct Restore Options

Run Direct restore gives you the convenience and flexibility of quickly restoring the VM by running it
directly from the backup files in the backup destination, however, you may still wish to migrate the
VM permanently afterward. There are 3 Run Direct Restore options you can choose from as
explained below.

© Option 1: Perform Run Direct Only

This option allows you to power up the VM instantly by running it directly from the backup
files but it won’t be migrated to any permanent location on VMware host. Leave the Auto
migrate after Run Direct is running checkbox unchecked in step 6 under Performing a
Run Direct Restore on VM below if you wish to go for this option.

© Option 2: Perform Run Direct + Auto Migration

AnSAy-COm T
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This option allows you to power up the VM instantly by running it directly from the backup
files. While you can now access the Run Direct restored VM, it will also be migrated
automatically to a permanent location on the original VMware host, another datastore of the
original VMware host or another VMware host. Make sure the Auto migrate after Run
Direct is running checkbox is checked in step 6 under Performing a Run Direct Restore on
VM below if you wish to go for this option.

Option 3: Perform Run Direct + Manual Migration

This option allows you to power up the VM instantly by running it directly from the backup
files. While you can now access the Run Direct restored VM, you will have to manually
migrate the VM to a permanent location on the original VMware host, another datastore of
the original VMware host or another VMware host. Leave the Auto migrate after Run
Direct is running checkbox unchecked in step 6 under Performing a Run Direct Restore on
VM below if you wish to go for this option. When the Run Direct restore is completed, you
can initiate a Manual Migration any time. Refer to step 8 below for relevant instructions.

Note

If perform Run Direct only without migration, any changes made to the VM during the Run Direct
power up process will be lost when the VM is powered down.

If perform Run Direct with auto or manual migration, any changes made to the VM during the Run
Direct power up process will be consolidated with the original virtual machine data once the
migration has been completed successfully.
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Performing a Run Direct Restore on VM

1. Login to AhsayCBS user web console according to the instruction provided in section
Logging on to AhsayCBS User Web Console.

Note

Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v7 VMware vCenter/ESXi
Backup & Restore Guide for information on how to create the backup set.

In addition, you must also run a successful backup on the VMware backup set before you can
perform restore from Run Direct.

2. Click the VM Run Direct icon from your AhsayCBS environment.

VM

N

Run Direct

3. Click ® from the Run Direct page to start a new Run Direct session.
Run Direct
G .
Runnihg BacKkup Set Host Name Progress Start time Message Status Migrate
4, Select the Backup Set from the dropdown box of VMware backup set you have created.

In our example, the backup set is called vCenter-6-NIX-CBS. Click to continue.

Start Run Direct

Backup Set
| vCenterB-NE-CBS ¥ |

5. Select the backup job to restore from the Restore file of job dropdown box. In our
example, there are two virtual machines. Check the box next to the one on which we will
perform a restore, EW-freedos_VHW11(OBMRestore).
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Start Run Direct

Restore file of job | 2016-08-23-17-35-44 ¥

= vcenter03-vb.vSphere.local
= Datacenter_01
— Hosts and Clusters
= vesxi6-01.vsphere.local

+ BW-freedos_vHW11({OBMRestore)

BW-Lubuntu12x-{OBMRestore)

6. Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

@ Select Original Location to restore the VM to its original EXSi host and datastore.

Start Run Direct

Restare virtual machines to
® Original Location

Alternate Location

@ Select Alternate Location to restore the VM to a different VMware host and a different
datastore. Alternatively, you can also restore to the same VMware host but to a
different datastore.

Note

If you select Alternate Location, you will see an additional option Overwrite existing files

Start Run Direct

Restore vitual machines to
Criginal Location

* Alternate Location

* |f you selected Alternate Location, you need to enter the VMware host and
access information of where you would like the VM to be restored to.

* For restoration to another VMware ESXi host, select VMware vCenter 4/5/5.5/
6 as Version, then enter the Username, Password, Host, and Port of the new
host.

M
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Start Run Direct

VMware Host

Wersion

Whivare vCenter 4 f5 75876 ¥

Username

Administrator

FPassword

Host
10.82.8.25

Port
443

* Select the Name, Inventory Location, Host/Cluster, Resource Pool, and
Storage for the alternate location.

Start Run Direct

MName

Mew Virtual Machine

Inventory Location

Datacenter_01 Browse

Hostf Cluster

wesxiE-01.vspherelocal Browse

Resource Pool

vesyib-01.vspherelocal Browse
Storage
Datastore-SHRO1 Browse

Configure the following options according to your restore requirements.

Start Run Direct

Festore virtual machines to
Original Location

® Alternate Location

Auta migrate after Run Directis running
W Auto poveer on after Run Directis running
W Llze existing storage as Wk warking directory to improve peformance

| Owergtite existing files




@  Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware
host but another datastore, depending on whether you have chosen Original
Location or Alternate Location to restore your VM.

@  Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct
is running for the VM.

@  Use exiting storage as VM working directory to improve performance
Select this option to enhance performance of the restored VM.

@  Overwrite existing files (Alternate Location only)

Select this option to overwrite existing files when restoring to a different VMware
host or a different datastore.

Click k4 to proceed when you are done with the settings.

8. The Run Direct page appears, showing the status message of the Run Direct restore
job.

Run Direct
+ =

Running | Backup Set Host Name Progress | Start time Message

Mo vCenter-6-MIX-CBS  10.82.8.25 Datacenter_01iMNew Virtual Machine 2016-09-06 16:38:09 Mount datastore "chs-RunDirect'...

If your Run Direct is successful, you get a message similar to the following, with Status
showing OK and Progress showing 100%.

Run Direct

+ m
Runhing | Backup Set Host Name Progress Start time Message | Status | Migrate
Yes wCenter-B-NIM-CBS 1082825 Datacenter_D1/Mew Virtual Machine I {00%  2016-09-06 16:38:09 0K Migrate

Restore log messages on AhsayCBS

Click on the item on the Run Direct page.

Timestamp Type Message

2016-09-06 04:38:13 info Freparing for Run Direct...

2016-09-06 04:38:32 info Mount datastore "chs-RunDirect”...

2016-09-06 04:38:33 info Adding virtual machine "Bew Virtual Maching" to the inventony..

2016-09-06 04:38:41 info Taking snapshot"__snapshot_for_publish__" of virtual machine "Bew Wirual Maching”...
2016-09-06 04:38:48 info Flease do not Edit, Remaowe or Revert any existing snapshot befaore migration is completed.
2016-09-06 04:38:49 info Restore Completed Successfully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.
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Recent Tasks
Mame Target Skatus Details Initiated by
%' Power On virtual machine G freedoswil @ Completed rook
%' Create virtual machine snapsh... (1 Ffreedosvil @ Completed roak
@ Reqister virtual machine Q 10.22.8.29 @ Completed roak
@ Create MAS datastore B inzzao @ Completed rook
@ Find entity by inventory path @  Completed roak
@ Find entity by inventory path @ Completed rook
@ Find entity by inventory path @ Completed rook
@ Find entity by inventory path @ Completed rook
@ Find entity by inventory path & Completed rook
@ Find entity by inventary path @ Completed Fook
@ Find entity by inventory path @ Completed roak
@ Find entiky by inventory path @ Completed roak
@ Find entity by inventory path @ Completed roak
@ Find entity by inventory path @ Completed roak
%" Remove datastore @ chs-RunDirect @  Completed rook
@ Unregister virtual machine ﬁ freedos w11 @  Completed rook
@ Pawer CFf virtual machine G freedas w1l @ Completed root

Requested Start Ti... = | Start Time

9/26{2016 7116:46 PM
9j26{2016 7116:35 PM
9j26{2016 7116:37 PM
9j26fz016 7116:36 PM
9jeafz016 7116:35 PM
9j26/2016 7116:35 FM
9j26/2016 7116:34 FM
9f26/2016 7116:34 PM
9/26/2016 7:16:30 PM
9/26{2016 7116:30 PM
9/26{2016 7116:30 PM
9j26/2016 7116:30 PM
9j26{2016 7116:30 PM
9j26{2016 7116:29 PM
9j26fz2016 7112134 PM
9jeafz016 7112134 PM
9j26f2016 7112:28 PM

9Z6[2016 7166 ..
9fZ6[2016 7:16:58 ...
9fZ6[2016 71657 ..
9Z6[2016 Ti16T6 ..
9fZ6[2016 7116:35 ..
9/26/2016 7:16:35 ...
9/26/2016 7:16:34 ...
Of26[2016 7:16:34 ..
9/26/2016 7:16:30 ...
9f26[2016 7:16:30 ...
9fZ6[2016 7:16:30 ...
9[Z6[2016 7:16:30 ...
9fZ6[2016 7:16:30 ...
9fZ6[2016 7:16:29 ...
9Z6[2016 7112:54 ..
9fZ6[2016 7112:34 ..
9/26/2016 7:12:28 ...

If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate

button as shown.

Migrate

Migrate

Run Direct
+ m
Running | Backup Set Host Name Progress
wCenter-6-MI- Datacenter_01/MNew Virtual
Mo 10.82.8.25
CBS Machinge 43%

Start time
2016-09-06

16:35:04

Message

Wigrating...Relocate virtual machine "MNew

Virtual Machine”

If your migration is successful, you get a message similar to the following.

Run Direct
+ =
Running Backup Set Host
Mo Run Direct1 10.22.8.29

Name

freedos v11

Progress

I | (1%

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.




10.

www.ahsay.com
62

Timestamp

2016-09-26 11:44:57
2016-09-26 11:44:50
2016-09-26 11:45:02
2016-09-26 11:45:10
2016-09-26 11:45:14
2016-09-26 11:45:17
2016-09-26 11:45:117
2016-09-26 11:45:28
2016-09-26 11:45:45
2016-09-26 11:45:48
2016-09-26 11:45:48
2016-09-26 11:45:43
2016-09-26 11:45:50
2016-09-26 11:45:52
2016-09-26 11:45:54
2016-09-26 11:45:55
2016-09-26 11:45:56
2016-09-26 11:45.58
2016-09-26 11:45:58
2016-09-26 11:46:04
2016-09-26 11:46:05
2016-09-26 11:46:06
2016-09-26 11:46:06

2016-09-26 11.46:06

Type
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info

info

Message

Start manual migration...

Loading information.

Taking snapshat”__snapshot_for_migrate__" of vitual machine “freedos vi1"...
Migrating...[Datastare-SHRO1] freedos_v11_1freedos-000001-delta vk
Migrating...[Datastore-SHRO1] freedos_v11_1/freedos-000001 . vmdk
Migrating...[Datastore-SHRO1] freedos_v11_1/freedos-ctkymak
Migrating...[Datastore-SHRO1] freedos_v11_1/freedos-flatvimdk
Migrating...[Datastore-SHROM] freedos v _1freedos vmdk

Loading infarmatian.

Rernaving virtual machine "freedos v11" from the inventory.
Migrating...[Datastore-SHRO1] freedos_vi1_1freedos-SnapshotIvmsn
Migrating...[Datastore-SHRO1] freedos_v11_1/freedos.nvram
Migrating...[Datastore-SHRO1] freedos_v11_1/freedos vmsd
Migrating...[Datastore-8HRO1] freedos_v11_1/freedas wmx
Migrating...[Datastore-SHRO1] freedos_v11_1/freedos v
Migrating...[Datastare-SHRO1] freedos_v11_1freedos-000002-delta vmdk
Migrating...[Datastore-8HR01] freedos_v11_1freedos-000002.vmdk
Migrating...[Datastore-SHRO1] freedos_v11_1/freedos-Snapshotl vmsn
Migrating...[Datastore-SHRO1] freedos_v11_1/freedos-Shapshotdvmem
Adding virtual machine "freedas w11" to the inventany..

Remaving snapshot”__snapshot_for_migrate_ " from virtual machine "freedos v11"..
Rernaving shapshot"__snapshot_for_publish__" frorn vidual machine "freedos vi1"
Unrount datastare "chs-RunDirect'...

Restore Completed Successfully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the

Recent Tasks section.

Recent Tasks

Marme

;‘a Remove datastore

ta Remove snapshot

!a Remave snapshaot

@ Register virtual machine

¥ Copy file

"\a Copy file

ta Find entity by inventory path
!a Copy file

¥ Copy File

@ Find enkity by inventary path
ta Find enkity by inventory path
;‘a Copy file

@ Copy file

:‘ﬁj Unregister virtual machine
@ Find enkity by inventary path
ta Find enkity by inventory path
"\a Find enkity by inventary path
ta Find entity by inventory path
!a Find entity by inventary path
@ Find enkity by inventory path
ta Find enkity by inventory path
"\a Find enkity by inventary path
;‘a Find enkity by inventory path
@ Find entity by inventary path
¥ Copy File

¥ Copy file

ta Find enkity by inventary path
;‘a Copy file

@ Make Directory

@ Find enkity by inventory path

!a Create virtual machine snapsh...

Target

chs-RunDirect
freedos w11
freedos w11
10.22.8.29

EHH@

B freedosvil

5 freedosvil

Status

[CECRCEORCRC NN E R OR R R O O S O

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

Details Initiated by | Reguested Start Ti.., = | Start Time

rook 9/26/2016 7:36:14 PM 9/26/2016 T136:14 ..,
rook f26/2016 7:36:14 FM QJ26[2016 7136114 ..,
rook 9262016 7:36:13 PM 9J26/2016 7136:13 ...
rook 9262016 T136:12 PM QJ26{2016 7136112 ..,
rook 9j2a/2016 7:36:07 PM 9j26i2016 7:36:07 ...
rook 9fza/z2016 7:36:06 PM 9jeeiz01e 7i36:06 ..,
rook 9262016 7:36:04 PM 9f26[2016 7136:04 ..,
rook 9f26/2016 7:36:03 PM 9/26/2016 7:36:03 ...
raak 9262016 7:36:03 PM 9j26/2016 7:36:03 ...
rook 9j26/2016 7:36:00 PM 9j26{2016 7:36:00 ...
rook 9j2a/z2016 7135:58 PM 9j26{2016 7139:55 ...
rook 9/26/2016 7:35:57 PM 9/26/2016 T135:57 ..,
rook 262016 7:35:57 FM QJ26[2016 7135:57 ...
raak 9262016 T:35:57 PM 9J26{2016 7135157 ...
rook 9j26/2016 7:35:57 PM 9/26{2016 7:39:57 ...
rook 9j26/2016 7:35:56 PM 9j26{2016 7:35:56 ...
rook 9jza/z2016 7135:96 PM 9j26i2016 7135156 ..,
rook 262016 7135:56 FM QJ26[2016 7135:56 ..,
rook 9262016 7:35:56 PM 9/26/2016 7:35:56 ...
rook 9262016 T:35:56 PM QJ26{2016 7135156 ...
rook 9j26/2016 7:35:56 PM 9j26{2016 7:35:56 ...
rook 9jza/z2016 7135:96 PM 9j26i2016 7135156 ..,
rook 9/26/2016 7:35:56 PM 9/26/2016 7135:56 ..,
rook 262016 7:35:36 FM QJ26[2016 7135136 ..,
raak 9262016 7135125 PM 9J26[2016 7135125 ...
rook 9j26/2016 7:35:25 PM 9/26{2016 7:35:25 ...
rook 9j2a/z2016 7135:23 PM 9j26i2016 7139123 ..,
rook 9/26/2016 7:35:22 PM 9/26/2016 7135:22 ..,
rook 262016 7135:22 PM Q262016 7135:22 ..,
rook 9262016 7:35:10 PM 9/26/2016 7:35:10 ...
rook 9262016 7:35:10 PM QJ26{2016 7135110 ...

Click X to exit when finished.
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6 Contacting Ahsay

Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the following website:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Also use the Ahsay Knowledge Base for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://forum.ahsay.com

Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads documentation
quides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Please specify the specific document title as well as the change required/suggestion when
contacting us.
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Appendix

Appendix A

Set Backup Destination on AhsayOBM for Backup Sets Created
on AhsayCBS User Web Console

You need to read the instructions below only if you:
» Have created a backup set on AhsayCBS User Web Console; AND

» Selected the backup set to Run on Client (if you are running Office 365 Exchange Online and
Cloud File Backup Set); AND

» Have not selected any Predefined Destination in the backup creation process on the
AhsayCBS User Web Console
-OR-
Have selected a Predefined Destination in the backup creation process on AhsayCBS User

Web Console but wish to add additional backup destination other than the predefined
destination

1. Login to AhsayOBM with user account Login name and Password.

O AhsayOBM

English u

@ AhsayOBM

Login name

brenda.lao1

Show advanced option

pTANSAYEOm T
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2. Click the Backup Sets button to open the backup sets.

Backup Sets

3. Select the backup set you want. In our example, the backup set is called default-
backup-set-name-2.
~
default-backup-set-name-1
Owner: Brenda-Lao
Newly created on Thursday, 15 September 2016 19:50
Office365-backup-set-6
Owner: Brenda-Lao
Newly created on Tuesday, 20 September 2016 18:03
Exchange Online
default-backup-set-name-2
Owner: Brenda-Lao
Last Backup: Friday, 23 September 2016 11:24
L

A $ 0
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The General page of the backup set opens.

E default-backup-set-n...

General

Source

Backup Schedule
Continuous Backup

Destination

Show advanced settings

Delete this backup set

General

Name

| default-backup-set-name-2

owner

Erenda-Lao

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

| ahsayhgt.local

User name

| brenda.lao

Password

Go to the Destination page. You can add extra storage destinations here. Click the

Add button.
E default-backup-set-n... Destination
Backup mode
General
Source Existing storage destinations
Backup Schedule @
Continuous Backup -
~A v

Show advanced settings

Delete this backup set

Destination




6. Add a new destination on the New Storage Destination / Destination Pool.

Enter the Name of the destination

Select the Type of the destination. There are two types: Single storage destination
and Destination pool.

© Select the Destination storage from the dropdown list. In our example, it is Google

Drive.

© AhsayOBM EEX
New Storage Destination / Destination Poo
Name

GoogleDrive-1

Type
@) Single storage destination
Destination pool

Destination storage

A Google Drive
Test
Sign up for Google Drive

7. Click Test to test the Destination storage connection. For Google Drive, you need to
enter an authorization code.

© Enter your login credential for Google Drive.

Google

Sign in with your Google Account

backupsarveri@gmail .com

Find mmy account

One Googhe Accaunt Tor evenything Soogle
G- B oL R §
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© A browser pops up and Google asks for your permission to access the storage. Click

Allow.
9 A7

~ Ahsay would like to:

L View and manage the files in your Google Drive

By cicking Alow, you aliow this app and Google to use your information in accordance
with ther respective priv acy pokes You can cn.\r;c this and other Account

Permssions at any bme
53 m

© On the browser, a code is displayed. Copy this code, then switch to AhsayCBS to
paste the code.

Google

Please copy this code, switch bo your application snd pasle it there:
-1-.-'|:|EFMI:I'EFELIEI'.FIHH-L'IEEI-:FIFH-MD'.'Jr_}:SELhIJn:IEJ

© AhsayOBM

In the browser, log in (if necessary), and click the "Allow" button to
authorize this app. You will then be presented with an authorization

code. Please copy the authorization code and paste it here to continue.

© Click OK.

www.ahsay.com
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You get the message Test completed successfully if the authorization code is correct.
Click OK.

© AhsayOBM

ew Storage Destination / Destination Poo

Name
GoogleDrive-1
Type
®) Single storage destination
Destination pool
Destination storage

& Google Drive ]

+ Test completed successfully

The new storage destination, GoogleDrive-1, can be seen on the Destination page

O AhsayOBM

E default-backup-set-n... Destination

Backup mode

Generd

Source Existing storage destinations
Backup Schedule @

X GoogleDrive-1
Continuous BaCkUp L Google Account: CBS Test Brenda

. . Add

Show advanced settings

Delete this backup set

Click on Save to save the modification.



