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Introduction

The MS Windows System State Backup module of AhsayOBM provides you with a set of tools to

protect your Windows operating system. This includes backup feature, that leverages Microsoft's
native Wbadmin command-line tool (http://go.microsoft.com/fwlink/?Linkld=140216), and recovery
feature.

The system components included in a system state backup depend on the server roles that are
installed (e.g. Active Directory, Internet Information Service ... etc.).

System state data is comprised of the following files:

Boot files, including the system files, and all files protected by Windows File Protection (WFP)
Active Directory (on a domain controller only)

Sysvol (on a domain controller only)

Certificate Services (on certification authority only)

Cluster database (on a cluster node only)

Component Services Class registration database

Performance counter configuration information

Microsoft Internet Information Services (lIS) meta directory (on a 1S server only)

© 0 0 ¢ 0 0 © O ¢©

Registry


http://go.microsoft.com/fwlink/?LinkId=140216

Overview

This document contains information that are essential for understanding the MS Windows System
State backup and recovery process:

1. Reguirement and Limitation

2. Best Practice and Recommendation

3. Restore Consideration

4. Starting AhsayOBM

5. Configuring a MS Windows System State Backup Set

6. Overview on the Backup Process

7. Running a Backup

8. Restore with a MS Windows System State Backup Set
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1 Requirement and Limitation

1.1 Hardware Requirement

Refer to the following article for the list of hardware requirements for AhsayOBM:
FAQ: Ahsay Hardware Requirement List (HRL) for version 7.3 or above

1.2 Software Requirement

Refer to the following article for the list of compatible Windows operating systems platforms:
FAQ: Ahsay Software Compatibility List (SCL) for version 7.3 or above

1.3 Other Requirement and Limitation

Ensure that the following requirements are met:

]
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AhsayOBM Installation
Make sure that AhsayOBM is installed on the server to be backed up.
Add-on Module Requirement

Make sure that the Windows System State add-on module is enabled for your
AhsayOBM user account. Contact your backup service provider for more details.

Backup Quota Requirement

Make sure that your AhsayOBM user account has sufficient quota assigned to
accommodate the storage for the system state backup.

The size of a set of system state backup data may vary from 10 - 15 GB, depending on
the role installed. Contact your backup service provider for details.

Windows Server Backup (WSB) Features

The Windows Server Backup feature must be installed in order for either the system
backup to take place.

Confirm in the Server Manager, the feature can be added by selecting Add Roles and
Features.


https://forum.ahsay.com/viewtopic.php?f=169&t=13514
https://forum.ahsay.com/viewtopic.php?f=169&t=13492

= Add Roles and Features Wizard == -

DESTINATION SERVER

Se|ect fe atures DC2 child.czv201 2local

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection T ~ Windows Server Backup allows you
to back up and recover your
operating system, applications and
data. You can schedule backups, and
protect the entire server or specific

[] Windows Search Service volumes.

[YRWindows Server Backup (Installed),
[] Windows Server Migration Tools
[] Windows Standards-Based Storage Management

Server Roles

>

b [] Windows Process Activation Service

(Installed)

[] Windows System Resource Manager [Deprecated)]
[ Windows TIFF IFilter

[] WinRM 115 Extension

[] WINS Server

[ Wireless LAN Service =
v| WoWed Support (Installed)

[ XPS Viewer

< Previous MNext > Install Cancel

(] Latest Service Packs from Microsoft

Ensure that you have the latest service packs installed.

Updates to the Windows operating system improve its performance and resolve known
issues with Windows Server Backup.

0 Temporary Storage Location

Make sure that the storage location configure for the system state data is set to a
supported location.

Refer to the following KB article for details on the restriction:
https://forum.ahsay.com/viewtopic.php?f=196&t=16301

0 Disk Space Available in Temporary Storage Location

Make sure that there are sufficient disk spaces available in the storage location for the
backup set.

The size of a set of system state backup data may vary from 10 - 15 GB, depending on
the role installed on the server.

(1] System Component Selection

System state backup and restore operations include all system state data; you cannot
choose to backup or restore individual components due to dependencies among the
system state components.

Reference: https://msdn.microsoft.com/en-us/library/windows/desktop/bb968830

www.ahsay.com



https://forum.ahsay.com/viewtopic.php?f=196&t=16301
https://msdn.microsoft.com/en-us/library/windows/desktop/bb968830

2 Best Practice and Recommendation

Please consider the following recommendations:

[+] It is recommended that the latest version of AhsayOBM is installed on server to be
backed up.

User should also stay up-to-date when newer version of AhsayOBM is released. To get
our latest product and company news through email, please subscribe to our mailing list:

http://www.ahsay.com/jsp/en/home/subscribe _mail _list.jsp

L] For best performance, It is recommended that the temporary storage location of a MS
Windows System State backup set is set to a supported local volume, and not to a
network volume (e.g. to improve I/O performance).

0] AhsayOBM = I='-

System State Backup General

Name
General MS Windows System State Backup

Backup Schedule owner
Hv2

Continuous Backup
o Windows Systern State Backup
Destination

Show advanced settings

Specify the location where you want to store the system backup

Wolume 3 (G:) [¥]

Windows User Authentication
Domain Name (e.g Ahsay.com) / Host Name
csv2012.local

User name

Administrator

Password

Delete this backup set

L] For best performance, consider to increase the memory allocation setting for
AhsayOBM (Java heap space)

Refer to the following KB article for further instruction:
https://forum.ahsay.com/viewtopic.php?f=206&t=14117

©  System Recovery Plan

Consider performing routine system recovery test to ensure your system state backup
is setup and performed properly. Performing system recovery test can also help
identify potential issues or gaps in your system recovery plan.

For best result, it is recommended that you should keep the test as close as possible to
a real situation. Often times when a recovery test is to take place, administrators will
plan for the test (e.g. reconfigure the test environments, restoring certain data in
advance). For real recovery situation, you will not get a chance to do that.


http://www.ahsay.com/jsp/en/home/subscribe_mail_list.jsp
https://forum.ahsay.com/viewtopic.php?f=206&t=14117

It's important that you do not try to make the test easier, as the objective of a successful
test is not to demonstrate that everything is flawless. There might be flaws identified in
the plan throughout the test and it is important to identify those flaws

www.ahsay.com




3 Restore Consideration

Please consider the following before performing a restore:

[}
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Windows Account Permission

To perform recovery using Windows Server Backup, the operating system account that
you use, must be a member of the Backup Operators or Administrators group.

Caution on Recovery to Dissimilar Hardware

You can restore a system state backup to the same physical computer from which the
system state backup was created, or to a different physical computer that has the same
make, model, and configuration (identical hardware).

Microsoft does not support restoring a system state backup from one computer to a
second computer of a different make, model, or hardware configuration.

Reference: http://support.microsoft.com/kb/249694



http://support.microsoft.com/kb/249694

4 Starting AhsayOBM
4.1 Login to AhsayOBM

1. Login to the AhsayOBM application user interface.

Double click the AhsayOBM desktop icon to launch the application.

English L%

® AhsayOBM

Login name

username

Password

W save password

Show advanced option

2. Enter the Login name and Password of your AhsayOBM account.

3. Click OK afterward to login to AhsayOBM.

www.ahsay.com




5 Configuring a MS Windows System State Backup
Set

5.1 Create a MS Windows System State Backup Set

1. Inthe AhsayOBM main interface, click Backup Sets.

Backup Sets

|_|-L.
2. Create a MS Windows System State backup set by clicking next to Add new
backup set.

3. Select MS Windows System State Backup as the Backup set type, and enter a
Name for your backup set.

(® 2hssy0BM - O 'Y
Name
| MS Windows System State Backup Set |
Backup set type
MS Windows System State Backup W
Specify the temporary location for the system backup
Local Disk (C:) [¥]

4. Select the location where you would like to store the system state image before
generating the backup data.

Select a local volume from the dropdown menu.

www.ahsay.com




(3 ah o

Create Backup Set

Hame
WS Windows System State Bachup Set
Bachup 58t bype

B 15 wincows system state Baciup

Specify the temporary location for the systemn backup
Lol Disk ()] W

Or

Enter the UNC path to a network volume that is accessible to the client computer.

@® 2hsayEm

Create Backup Set

Name

| MS Windows System State Backup Set |

Backup set type

MS Windows System State Backup W

Specify the temporary location for the system backup

SUNC_pathishare we

Note: For Windows 2008 Server, the temporary storage location cannot be set to a
network path.




Note: If the storage location is set to a critical volume (e.g. system volume), the
following message will be displayed:

The backup storage location is invalid.

To enable the system state backup files to be targeted to critical volumes, you must set
the value of the AllowSSBToAnyVolume registry entry under the following registry
subkey:

HKEY_LOCAL_MACHINEASYSTEM\CurrentControlSet\Services\wbengine\SystemStateBack
up

Set the value of this entry as follows:
Name: AllowSSBToAnyVolume

Data type: DWORD

Value data: 1

Reference: http://suppart.microsoft.com/kb/944530

Enable this entry now?

Click Yes for AhsayOBM to enable the registry entry, or click No, then change the
storage location setting to another location.

Refer to the following KB article for details on the restriction:
https://forum.ahsay.com/viewtopic.php?f=196&t=16301

5. Inthe Schedule menu, configure a backup schedule for backup job to run automatically
at your specified time interval. Click Add to add a new schedule, then click Next to
proceed afterward.

6. Inthe Destination menu, select a backup destination where the backup data will be

stored. Click | +. next to Add new storage destination / destination pool.

www.ahsay.com il



https://forum.ahsay.com/viewtopic.php?f=196&t=16301

Destination

Backup mode

Sequential W

Existing storage destinations
*Add new storage destination / destination pool
~

[¥]

Note: For more details on Backup Destination, refer to the following KB article for
details: https://forum.ahsay.com/viewtopic.php?f=186&t=14049

For more details on configuration of cloud storage as backup destination, refer to the
Appendix section in this guide.

7. Enter a Name for the backup destination, and select the Type and Destination
storage.


https://forum.ahsay.com/viewtopic.php?f=186&t=14049

New Storage Destination / Destination Pool

Name

Type
@) Single storage destination
() Destination pool

Destination storage
@ ces
@ ces

ﬂ Local / Mapped Drive / Removable Drive
8 m==

D FESEEARE

ﬂ Amazon Cloud Drive

Amazon 53

aws AWS 53 Compatible Cloud Storage

3 Google Cloud Storage

8. Continue by adding another destination for the backup set, or click Next to proceed.

Destination

Backup mode

Seguential u

Existing storage destinations

CBS
Host: 10.1.0.20:443

Local-1
C:\Backup Destination

N W

Previous

Note: Multiple backup destinations can be configured for a single backup set.

www.ahsay.com ik}




9.

www.ahsay.com

In the Encryption window, the default Encrypt Backup Data option is enabled with an

encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Default L%

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default —an encryption key with 44 alpha numeric characters will be randomly

generated by the system

» User password —the encryption key will be the same as the login password of

your AhsayOBM at the time when this backup set is created. Please be reminded
that if you change the AhsayOBM login password later, the encryption keys of the

backup sets previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own

algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on e |
Encryption Type
Algorithm

AES v

Encryption key

TEEEEL

Re-enter encryption key

Tk EEE

Method
ECE (® CBC
Key length
128-bit (@) 256-bit

Note: For best practice on managing your encryption key, refer to the following KB

article. https://forum.ahsay.com/viewtopic.php?f=169&t=14090

Click Next when you are done setting.

-
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10. If you have enabled the Encryption Key feature in the previous step, the following pop-
up window shows, no matter which encryption type you have selected.

You are a ed to write this encryption key down on paper and keep it in
E ol You will need it when you need to restore your files later.
onfirm that you have done so.

Unmask encryption key
Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
place. You will need it when you need to restore your files
confirm that you have done so.

rcX1MBE4brnZ086eK0Op6FeabuuRRI3gDXGIg5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.



11. Enter the Domain Name / Host Name of the computer, User Name and Password of
the Windows account that will be running the backup.

Windows User Authentication

Domain Name (e.g Ahsay.com} / Host Name

| child.csv2012.local

User name

| Administrator

Password

Note: This menu will displayed if a backup schedule is configured in the previous step.

12. Click Next to create the backup set.

13. The following screen is displayed when the new MS Windows System State backup set
is created successfully.

Congratulations!

"MS Windows System State Backup Set" is successfully created.

16




/

6 Overview on the Backup Process

The following steps are performed during a MS Windows System State backup job.

o Establish o Pre-backup System state
connection command generation

Connection from the Whadmin command

backup client to the Prre-backup . issued to generate
backup serveris I bt e LT ":> system state data for
established. GRS, backup.

Post-backup

image files command

0< Combining

Files are combined as

one file Post-backup
(Microsoft_Win2008 command is run (if
_Sysstate_Backup) configured).

for backup.

Q) it @ i > @

File lists are
e T !\lew file, or delta file
is compressed ,

dated files,
new [ updated files, ||:>| e

In-file delta file i

n-ie . €1 saved to the backup

generatedif L
destination.

necessary.




7 Running a Backup
7.1 Start a Manual Backup

1. Click the Backup icon on the main interface of AhsayOBM.

2. Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

MS Windows System State Backup Set
Owner: DC2
Newly created on 21-July-2016, Thursday, 14:27

SYSTEM STATE

3. If you would like to modify the In-File Delta type, Destinations and Retention Policy
Settings, click Show advance option.

4. Click Backup to start the backup.



7.2 Configure Backup Schedule for Automated Backup

1.

www.ahsay.com

Click the Backup Sets icon on the AhsayOBM main interface.

Backup Sets

Select the backup set that you want to create a backup schedule for.

Click Backup Schedule, then create a new backup schedule by clicking Add.

Configure the backup schedule settings, then click OK to proceed.

Click Save to confirm your settings.

-
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8 Restore with a MS Windows System State
Backup Set

8.1 Loginto AhsayOBM

Login to the AhsayOBM application according to the instruction provided in the chapter on
Starting AhsayOBM.

8.2 Restore the System State Data

1. Click the Restore icon on the main interface of AhsayOBM.

2. Select the backup set that you would like to restore the system state data from.

© AhsayOBM = I='-

Please Select The Backup Set To Restore

MS Windows System State Backup Set
Owner: DC2 [%
Last Backup: 21-July-2016, Thursday, 18:51

SYSTEM STATE

3. Select the backup destination that contains the system state data that you would like to
restore.



© AhsayOBM = I='-

Select The Destination From Which To Restor...

MS Windows System State Backup Set

Local-1

G:\Backup Destination %
CBS

Host: 10.1.0.10:80

4. Select to restore from a specific backup job, or the latest job available from the Select
what to restore drop down menu.

5. Select Microsoft_Win2008_Sysstate Backup, then click Next to proceed.

0] AhsayOBM = I:'-

Select Your Files To Be Restored

Select what to restore

Choose from files as of job w# || 2016-07-21 W || Latest w

Show filter
Folders Marme Size Date modified
=B Local-1 |_| Microsoft_Win2008_Sysstate_Backup 7,9947... 2016-07-21 19:00
L oy DC2
Search Items per page | 50 W | Page|1/1 w

6. Select to restore the system state data to a local volume or to a removable drive.




Choose Where The Files To Be Restored

Restore files to

Local Disk (C1)

Volume 1 (E2)
Volume 2 (F)
Volume 3 (G:)

Click Next to proceed.

7. Select the temporary directory for storing temporary files.

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administratoritemp

8. Click Restore to start the restoration.

www.ahsay.com 22




© AhsayOBM = I='-

Restore

MS Windows System State Backup Set

Local-1 (F\Backup Destination)
Q=

Restoring... F\Microsoft_Win2008_Sysstate_Backup (6%)
Estimated time left 2 min 40 sec (3.20G)

Restored 237.75M (0 file)
Elapsed time 28 sec
Transfer rate 85.46Mbit/s

9. The following screen is displayed when the system state data are restored successfully.

© AhsayOBM = I='-

Restore

MS Windows System State Backup Set

Local-1 (FiBackup Destination)

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 3.43G (1 file)
Elapsed time 4 min 49 sec
Transfer rate 102.63Mbit/s

10. The restored system state data are stored in the WindowslmageBackup folder in the
restore location.



= FN-| Volume 2 (G} SEIEN
GOWN Home  share  wiew ~ 8
[T Preview pane (W8 Extra large icons i) Large icons ] Medium icons ‘JI [ Group by = [ ttem check boxes A
_ i b
[ petails pane Small icons BF List (] Ace cotumns = File name extensions
Navigation =gl A= _osort ey ) ) Hide selected  Options
pane * = Tiles ﬁ; Content v byw (1) Size all columns to fit Hidden items Items o
Fanes Layout Current views Showhide
®© = 1 |ca r Computer v Volume3(6) v v & [ searchValume 3 (63 P
Name Date modified Type Size
. Backup Destination FA19/2016 220 P File falder
Root File folder
WindowslmageBackup TA19/20164:42 P File folder
Ziterns 1 itern selected 'gl

Important: In addition to the system state data, the WindowsImageBackup folder
includes catalog files that contain information about all backups in there up to the
current backup, and Mediald, that contains the identifier for the backup storage location.

This information is required to perform a recovery. Do not alter the directory structure
or delete any file / folder within the WindowsIimageBackup folder

11. Copy the WindowsIimageBackup folder and its content to the server that you want to
perform the restore for, or to a network drive that is accessible to the server.

The folder must be copied to the root level of a volume (e.g. top-most level), unless you
are copying the folder to a network drive.

12. Continue to the next section of the guide.

8.3 Apply the System State Data

Before you begin, make sure that the system state data restored with AhsayOBM are copied
to a local disk (where you will perform the restore), or in a remote shared folder.

For Windows Server 2008 R2 or later, you can use the Recovery Wizard in Windows Server
Backup or wbadmin command to recover the system state.

For Windows Server 2008, you can only use the wbadmin command to recover the system
state.

For instructions specific to recovering Active Directory Domain Services, see
http://go.microsoft.com/fwlink/?Linkld=143754

Note: Refer to the following page for syntax of the wbadmin command:
http://go.microsoft.com/fwlink/?Linkld=140216

To determine what can be recovered from your restored system state data, enter the following
command in an elevated command prompt:

wbadmin get versions
[-backupTarget: {<BackupTargetLocation> | <NetworkSharePath>}]

Example (system state restored to G: volume):


http://go.microsoft.com/fwlink/?LinkId=143754
http://go.microsoft.com/fwlink/?LinkId=140216

Backup time:
Backup target:
Version identifier:
Can recover:
Recovery,
Snapshot ID:

Volume (s),
System State
{feb9079c-9459-4034-908f-7b5a9b0bbleb5}

7/19/2016 1:46 PM
1394/USB Disk labeled Volume 3(G:)
07/19/2016-05:46
File(s), Application(s), Bare Metal

C:\Users\Administrator>wbadmin get versions -backupTarget:g:
wbadmin 1.0 - Backup command-1line tool
(C) Copyright 2012 Microsoft Corporation.

All rights reserved.

Note: File and folder recovery is not possible from a system state backup performed on
Windows Server 2008.

To recover the system state using the Windows Server Backup user interface.

1.

2.

www.ahsay.com

Open Windows Server Backup from Administrative Tools or Server Manager.

I Dashboard
i Local Server
ii All Servers
i§l ADDs

£ DNs

ii File and Storage Services B
Ie I

@ ¥ Server Manager * Local Server

B PROPERTIES
. For Root

Computer name
Domain

Windaws Firewall
Remote management
Remote Deskiop

NIC Teaming
Ethemet

Operating system version

Hardware information

Root
csv2012local

Domain: Off
Enabled
Enabled
Disabled
10.1.0.10

Microsoft Windows Server 2012 Standard

VMware, Inc. VMware Virtual Platform

Windows Error Repor

Customer Experience
IE Enhanced Security
Time zone
Product ID

Processors
Installed memory (R4

Total disk space

EVENTS
All events | 11 total

=]

Server Name

ROOT 63

yel

(i)
€

Severity Source

Error SideBySide

Ap

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

Group Policy Management

Internet Information Services (1IS) Manager
iSCS! Initiator

Local Security Policy

GDEC Data Sources (32-bi)

ODEC Data Sources (54-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memary Diagnostic

Windows PowerShell

Windows PowerShell (x86)

‘Windows PowerShell ISE

Windows PowerShell ISE (xa6)

Windows Server Backup

In the Actions panel under Windows Server Backup, click Recover...

25




File Action ‘iew Help

Y
Wind i Back (i i
nr_'"mi":E:xi'p Sl | ocal Backup = | Actions

éb You can perform a single backup or schedule a regular backup using this ap| |4, Backup Schedule..

8 Backup Once..
A Mo backup has been configured for this computer, Use the Backup Schedule Wizard or the Backup ”

Recover..
Messages [Activity from last week, double click on the message to see details) Canfiqure Qfmmance Settings..

Tirme - Message Description Wiew

Help

Status

Last Backup Next Backup

Status: - Status:

Time: - Time:

iew details Wiew details

Recovers data from an existing backup.

3. Onthe Getting Started page, select A backup stored on another location, then click
Next.

Getting Started

Getting ‘Yau can use this wizard to recover files, applications, volurmes, orthe system

Specify Location Type state from a backup thatwas created eatlier,
Select Backup Location Where is the backup stored that you want to use for the recovery?

Select Backup Date () This server (DC2)

Select Recovery Type ® A backup stored on another location

Select [tems to Recover

. . To continue, click Mext.
Specify Recovery Options
Confirmation

Recovery Progress

More about recovering your server data

| < Previous || Mext = | | Recower Cancel

4. Onthe Specify Location Type page, select
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© Click Local drives, if the system state data were copied to a local volume on the
server.

© Click Remote shared folder, if the system state data were copied to a network
path accessible to this server.

Q Specify Location Type

Getting Started What is the lacation type where the backup is stored?
Specify Location Type ® Local drives

Select Backup Location Exarnple: lacal disk {00, DWD drive (E:)

el Eodp Pein ) Rernote shared folder

Select Recovery Type Exarnple: WWhyFileServer, SharedFalderMame
Select Iterns to Recowver

Specify Recovery Options

Confirmation

Recovery Progress

| % Previous || Mext » | | Recower | | Cancel |

5. Onthe Select Backup Location page, select the volume that contains the system
state data.



6.

www.ahsay.com

e

Getting Started

Specify Location Type

Select Backup Date
Select Recovery Type
Select [terns to Recower
Specify Recovery Options
Confirmation

Recowvery Progress

Recovery Wizard 5

4
é Select Backup Location

Choose the volume or drive that contains the backup, &n external disk attached to this serser is listed
as awvolurne, If your backup is on a DVD and spans multiple DWDs, make sure that the last DWD of the
backup is inserted into a DWD drive,

Backup location: Wolume 2 (F:) v|
Tatal space in location: 59,87 GB %
Free space in backup location: 48.70 GB

| < Previous | | Mext = | Recower

Note: Assuming that the WindowslmageBackup folder was copied to the following

F:\ WindowsIimageBackup

On the Select Server page, select the server whose data you want to recover.

fie

Recovery Wizard -

Getting Started

Specify Location Type

Select Backup Location

Select Backup Date
Select Recovery Type
Select lkerns to Recover
Specify Recovery Options
Confirmation

Recowvery Progress

&
é Select Server

Please select which server's data you would like to recowver,

Server:

< Previous | | Mext = HR Recowver
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7. Onthe Select Backup Date page, select the point in time of the backup you want to
restore from.

Q;y Select Backup Date

Getting Started Oldest available backup:  7/21/2016 651 PM
Specify Location Type MNewest available backup:  7/21/2016 €:51 PM

Select Backup Location
Auailable backups

Select the date of a backup to use for recoveny, Backups are awvailable for dates shown in baold.

Select Server

t Backup Date

Select Recowvery Type

Backup date: /21726

Select terms to Recowver Juhy 2016
Y Time: 651 PM v

Specify Recovery Options Men Tue Wed Thu Fn
1 Recoverable items: Systern state

4 5 6 7 8
Recovery Progress o213 14 13
1@ 19 20 22

25 26 27T 28 29

Confirmation

| < Previous || Mext = D£| Recowver | | Cancel

8. Onthe Select Recovery Type page, click System state.

Q Select Recovery Type

Gettipglated What do you want to recover?

Spediy Lo Ukpe O Files and folders

Select Backup Location You can browse volumes included in this backup and select files and folders.

Select Server
() Hyper-¥

Select Backup Date . . o . . .
P You can restore wirtual machines to their original location, another location or copy the virtual

hard disk files of a wirtual machine,

Select Location for Syste.., O Walurmes

Canfirmation You can restore an entire wolume, such as all data stored on C.

Recovery Progress O Applications

You can recover applications that hawve registered with Windows Server Backup,

®) Systern state

You can restare justthe system state,

R

tore about performing recowveries

< Previous || Mext = | | Recowver | | Cancel
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9. Onthe Select Location for System State Recovery page, select

© Original location, to restore the system state to the same physical computer
from which the system state backup was created

Or

© Alternate location, to restore a copy of the system state as a set of files.

de Recovery Wizard -
1
r.\& Select Location for System State Recovery

Getting 3tarted Wirhere doyou want ta recover the system state ta?

Selectackup]Uate ®) Original location

Select Recovery Type This option restores the systern state, You must restart your computer at the end of the
recovery operation,

ct Location fo

Confirmatian () Alternate location

Recowvery Progress This option copies the system state as a set of files to the location specified,

R |

Note: The options displayed are different for system state containing Active Directory
Domain Services.

You will also need to start the server in Directory Services Restore Mode (DSRM) to
restore system state data containing Active Directory Domain Services.

For instructions specific to recovering system state to Active Directory server, see
http://go.microsoft.com/fwlink/?Linkld=143754



http://go.microsoft.com/fwlink/?LinkId=143754

g Select Location for System State Recovery

Getting 3tarted ‘Where do you want to recover the system state of this Active Directory backup ta?
Specify Location Type (2 Original location

Select Backup Location This option restores the system state, You must restart your computer at the end of the

Select Server recovery operation,

Select Backup Date [ Perfarm an authaoritative restore of Active Directary files.

This recovery option will reset all replicated content on this Dormain Contraller including

Select Recovery Type SYSWOL. Other replicated folders on this server will also be affected by this recowery.

T @) Alternate location

This option copies the system state as a set of files to the location specified,
Recowery Progress

|F:\Restore Destination | | Browse

[ Restore as Install From bedia (IFR) files

Select this checkbox if wou are using the [FM feature to copy the systern state files to install an
Active Directory database,

| < Previous || Mext = | | Recower | | Cancel

10. On the Confirmation page, review the details, and then click Recover to restore the
specified items.

a:;’ Confirmation

Getting Started Fram backup: F/21F2016 6:51 PM
Select Backup Date Recovery iterns:

Select Recovery Type Systemn state
Select Location for Syste..
Confirmation

Recowvery Progress

Recovery destination:  Fi\Restore Destination

| < Previous || Mext = | | Recower %I | Cancel |

11. Onthe Recovery progress page, the status and result of the recovery operation is
displayed.
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a:;’ Recovery Progress

Getting Started Systern state recowery progress:

Select Backup Date Status: 54 files found for recovery,.,

Select Recovery Type

. Estirnated tirme: Computing ...
Select Location for Syste..,

Canfirmation Recowvery details:

- ltems
IWE Py O FES S

lterm Destination Status Data transferred
Performan..,  F\Restore Destin,, 0% complete..  OKB of 1.27 MB
DF=Replica... F\Restore Destin,, 0% complete..  OKB of KB
COM+ REG... F\Restore Destin,, (%2 complete..  OKB of 1.05 MB
WSS Metad..,  Fi\Restore Destin., (% complete.. 0KBof 12 KE
WML Writer  F:\Restore Destin.,  Initializing... OKE of OKB
Reaistre Wr... F\Restore Destin..,  Initializing... QKB of OKB

To close the wizard, click Close — the recowvery operation will continue to run in the background,
To view the progress of this operation, open the backup in progress message from the Windows
Server Backup consaole,

| < Previous ||

Important: For restore to Original location, the system state recovery cannot be
stopped once it is started, or the system could become unbootable.
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Appendix
Appendix A Cloud Storage as Backup Destination:

For most cloud storage provider (e.g. Dropbox, Google Drive ... etc.), you need to allow access
AhsayOBM to access the cloud destination. Click OK / Test, you will be prompted to login to the

corresponding cloud service.

Important: The authentication request will be opened in a new tab / window on the browser, ensure
that the pop-up tab / window is not blocked (e.g. pop-up blocker in your browser).

Click Allow to permit AhsayOBM to access the cloud storage:

O

~ Ahsay would like to:

L YWiew and manage the files in your Google Drive

By clicking Sllow, vou allow this app and Google to use your information in accordance
with their respective terms of service and privacy policies. You can change this and

ather Accaunt Permissions at any time.
pen m

Enter the authentication code returned in AhsayOBM to complete the destination setup.

Note: A backup destination can be set to a supported cloud storage, backup server, FTP / SFTP
server, network storage, or local / removable drive on your computer.

Multiple backup destinations can be configured for a single backup set. In fact it is recommended for
you to setup at least 2 backup destinations for your backup set.

For more details on backup destination, for example which cloud service providers are supported,
destination type, or limitation, you can refer to the following KB article:
https://forum.ahsay.com/viewtopic.php?f=169&t=14049

Appendix B Uninstall AhsayOBM

Refer to the Appendix of the AhsayOBM Quick Start Guide for the corresponding operating system for
details on how to uninstall AhsayOBM:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads documentation g
uides



https://forum.ahsay.com/viewtopic.php?f=169&t=14049
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides

Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the following website:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Also use the Ahsay Knowledge Base for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information: https://forum.ahsay.com
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https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp
https://forum.ahsay.com/

Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads documentation g
uides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Please specify the specific document title as well as the change required / suggestion when
contacting us.
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